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ABSTRACT
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Out-of-Sequence Packet Parameter Definition (for Rec Y.1540)

1 Introduction

Further T1A1.3 discussion is needed on a possible IP performance parameter, Out-of Sequence Packet.

This contribution is intended to stimulate the discussion. It provides motivation for the new parameter, suggests a definition, and discusses the issues associated with measuring packet sequence. 

2 Motivation for Measuring Out-of-Sequence Packets

Packet Sequence is a property of successful packet transfer attempts, where the sending packet order is preserved on arrival at the destination (measurement point).  Sequence is determined by position alone, and the time-related properties are captured in transfer delay and delay variation. The sequence performance parameter is relevant for most applications, especially when assessing network support for Real-Time media streams. Existing standard references do not define a sequence parameter (test packets usually contain some unique identifier, sometimes implemented as a sequence number as described in [IPDV]. 

Packet order is not expected to change during transfer, but several specific path characteristics can cause sequence to change.  Examples are:

· When two paths, one with slightly longer transfer time, support a single packet stream or flow, then packets traversing the longer path may arrive out-of-sequence. Two paths may be used to achieve load balancing, or may arise from route instability. 

· A layer 2 retransmission protocol that compensates for an error-prone circuit section or link may cause packet reordering.

· If for any reason, the packets in a buffer are serviced in reverse order from their arrival, the sequence will change.

3 Definition

The definition of an out-of-sequence (OOS) packet requires several supporting concepts. The first is the assumption of an incrementing sequence number at the source (decrementing sequences can be accommodated, and sequence roll-over is treated later).  The second is a stored value called a sequence Reference Number, which is the "next expected" packet number. Under normal conditions, the Reference Number contains the sequence number of the previous packet plus 1. This applies for both message and byte stream numbering.  (In byte stream numbering, RefNum is a value 1 byte greater

than the last in-order packet sequence number + payload.)  Each new in-order packet will increase the Reference Number by a standard increment (which is 1 for message numbering, or the payload size for byte numbering).  The Reference Number cannot decrease, thereby requiring a non-reversing sequence.

An OOS packet outcome occurs when a single IP packet reference event at a permissible egress Measurement Point results in the following:

The packet has a sequence number lower than the Reference Number, and therefore, the packet is OOS due to re-ordering. The Reference Number does not increase due to arrival of this packet.

This definition can also be specified in pseudo-code. 

On arrival of a "qualified" packet with sequence number n:


if n ( RefNum, then



RefNum = n + payload_size + 1;


else (n < RefNum), designate packet n as OOS;

For message-based sequence numbering, payload_size=0.
OOS will be reported as a ratio of OOS packets to total packets sent by the source during the test. If separate OOS events can be distinguished, then an event count may also be reported (along with the event criteria).

It is also possible to assert the degree to which a packet is Out-of-Sequence.  Any packet whose sequence number causes the Reference Number to increment by more than the standard increment indicates a discontinuity in the sequence. From this point on, any packets with sequence number less than the Reference Number can be marked with a "late" value indicating their position with respect to their intended arrival position. 

4 Measurement Issues

Since this parameter definition uses sequence numbers that will be implemented using counters with finite range, it is possible that the sequence numbers could reach end-of-range and roll over to zero during a measurement.  Since the Reference Number cannot decrease, all packets received after a roll-over would be declared out-of-sequence.  Sequence number roll-over can be avoided by using combinations of counter size and test duration where roll-over is impossible (and sequence is reset to zero at the start). Also, message-based numbering results in slower sequence consumption.  There may still be cases where methodological mitigation of this problem is desirable (e.g., long-term testing).  The elements of mitigation are:

1. There must be a test to detect if a roll-over has occurred.  It would be nearly impossible for the sequence numbers of successive packets to jump by more than half the total range, so these large discontinuities are designated as roll-over.

2. All sequence numbers used in computations are represented in a sufficiently large precision.  The numbers have a correction applied (equivalent to adding a missing digit) whenever roll-over is detected. 

3. Out-of-sequence packets coincident with sequence numbers reaching end-of-range must also be detected for proper application of correction factor.
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NOTICE

This is a draft document and thus, is dynamic in nature.  It does not reflect a consensus of Committee T1-Telecommunications and it may be changed or modified.  Neither ATIS nor Committee T1 makes any representation or warranty, express or implied, with respect to the sufficiency, accuracy or utility of  the information or opinion contained or reflected in the material utilized.  ATIS and Committee T1 further expressly advise that any use of or reliance upon the material in question is at your risk and neither ATIS nor Committee T1 shall be liable for any damage or injury, of  whatever nature, incurred by any person arising out of any utilization of the material.  It is possible that this material will at some future date be included in a copyrighted work by ATIS.
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