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Introduction

Thepurpose of this document is to introduce the reader to basic coropuotapts and
terminology. It demystifies the techno mumbo jumbo that tech péagle This
document stastwith an irtroduction of computer hardware and software basics followed
by computerrepairand networking basicéfter reading this document, the reader will
understand concepssich as device drivelRAM, hard drive spacéP addressesand
cookies. Trojans and viruses are covered as well.

Computer Hardware Basics

Basic Computer Components

All computers consist of a common set of basic components described here.

CPU

The CPU( Central Processing Whis the work horsef the computer. The CPU
performs operations on memory. Special data called instructions or exesugditilee
CPU what operations to perform on simple data. Typical instructions move data within
memory, perform comparison between data such as determining if one number is larger
then another number, and computing mathematical operations such as addition
subtraction, multiplication, and division.

The rate at which the CPU can execute instructions is called the clock speed and
is given in gigahertz on modern CPUs. A 4 gigah€RJcan typically only execute 4
billion instructions per second. In som&ses a CPU can execute multiple instructions
per clock cycle but this is very rare. Most of the tilheakes mangycles to execute an
instruction which is why CPU clock speed alone is not always a great measure of overall
computer speed. The reasdossthis are very technical and detailed and will not be
covered here.

RAM

RAM is the storage location of temporary memory. All RAM is lost when the
computer is turned off. The CPU can work directly only on data stored here. Data is
moved between RAMNd persistent storage as neededrning a computer off without
properly shutting it down can cause data loss.



Persistent Storage

Persistent stageis long term memory for storing data that is retained when the
computer is turned offExample of pesistent storage is the hard drive, CD/DVD drives,
floppies, and FLASH cards. Persistent store is very slow and more compkxttm u
then RAM which is why only RAM is directly accessed by the CPU.

1/O

Computers need a mechanism to import and exjad& into the computer,
otherwise the computer would not be very useful. This is the job of I/O components.
Examples of I/O components are keyboards, mice, monitors, video cards, network cards,
sound cards, and speakers.

BUS

Computer components arermected together with what is called a bus. A bus is
a channel for moving data from place to place. ddmnection between RAM and the
CPUis called the data and address anod is sometimes referred tosasply the
memory bus Other components arergtected to the CPU and RAM through the
memory bus via secondary busses called peripheral busses. These peripbsaaébus
many times slower then the memory bus just like persistent storage is many times slower
then RAM. Example peripheral busses aré, RSB, PS/2, wired Ethernet, and WiFi.
Peripheral buses can be classified as internal meaning inside the computer enclosure and
not accessible to naive users and external buses.

Exercises

Order the following from fastest to slowéstSB, RAM, Persistet Storage.

Explain the difference between Persistent Storage and RAM.

Almost all computers have much less RAM then Persistent Storage. Explain why.
Explain what a bus is in computer terminology.

rwnhE



Internal Hardware

Let's start by describing s@ of the internal hardware and peripherals that is found
inside the computer case or enclosure.

CPU and RAM

These were discussed in the previous section.

RAM SIMMs

Video Card

The video card connects the CPU to the monitor of tneptiter. Most monitors
are simply enhanced television units and these cards generate the complex analog and
digital signals required to display video.




Sound Card

The sound cards play and record audio. It is connected to either a speaker or
headphones. A microphone may also be connected for recording and sending speech
over the Internet. A sound card can be connected to a high end stereo receiver or
amplifier through an adapter cable to allow large stereo speakers to be used.

Network Card

Network cards connect multiple computers together through what is called a
computer network. A very important example of a computer network is the Internet.

Power Supply

The voltage from a wall plug is too high for use by digital equipmactt 8s
computers. Wall electricitis AC meaning the voltage alternates back and forth.
Computers need a constant low voltag@wer supplies convert between both forms of
electricity. Power supplies are rated in watts and the number of devices ceshieor
inside the computer can require the computer to have a more expensive power supply that
can supply more power.

Power Supply

Hard Drives

Hard drives are the main persistent storage of the computers. It records data on
spinning magnetized dis in much the same way audio and video is stored on tapes.
Most computers only have a single hard drive but additional hard drives are possible.



4 Hard Drives

CD/DVD Drives

The CD/DVD dives read data from audio and dai® and DVDs. CD and
DVDs can store both entertainment information such as music and movies as well
computer data such as email and programgswer drives are called burners and can
record data onto disks as well as read from th&@s and DVDs work through a series
of microsopic holes in the disks called pits. A laser is shined on the disk and the
reflection is measuce The reflection is different if the laser is pointed at a pit.
Manufactured disks are produced by stamping them in precision stamping rsachine
Recordabk# disks have the pits burned in them with the higher power laser found in
burners.

Mainboard

The mosessentiatomponents of the computer are all on a single printed circuit
board called the mainboard. Sometimes it is called the motherbolisboirdalways
includes the CPU and RAM. The mainboard usually includes the Network Card and the
Sound card. In cheaper computerswigeo ard is also included.

The drives and power suppdyenever included on the mainboard. Obvioudiy i
component such as the video card is on the mainboard it cannot be replaced without
replacing the entire boardven though the CPU and RAMeon the mainboard they
are not soldered into place. Instead they are connected through sockets.

Connections between the mainboard and other internal components internal to the
computer are through several busses that are made up of wire or ddig#etisk drives
are connected through the IDE or SATA biike video card if not on the mainboard is
conrected through the AGP or P&lbus. Add in cards for networking, sound, modem,
and additional drives is through the PCIl bus. AGP, PCI, anékR{&Vices are called
expansion cards and the entire board edge fits into sockets on the mainboard. The
conneding wires are printed directly on the expansion board.

Exercises

1. Open the computer case and identify the major components of the computer.
2. Which component is louder RAM or the Hard Drive? Why?
3. Are the drives of the computer on the mainboard?



External Hardware
Let's now describe some of the externahpater hardware and connections.

Keyboard and Mouse

These are the devices you type on and move the curser Wighmouse and
keyboard is connected to the computer case through a round corcadle a PS/2
connection. The keyboard and mouse conneefgpsaidenticalbut they are not
interchangeableEven though either device will fit in either connectitire mouse must
be connected to the mouse connection and the keyboard to the keydroaedtion.

Most computers use pictures or colors to help chooses the correct connection. The
computer should be turned off when connecting devices to these connections.

@

PS/2 Connection a Keyboard and Mouse

Monitor Connection

The monitor displaysata. The monitor is connected by a large retangular
connectomwhich is usually blue The conneion is called a VGA or VESA connection.

VESA and VGA Connections

Audio connections

Audio equipment is connected to the computer through head phongekgde
Most computers have 2 or 3 jacks. The first jack is for the front two speakers. The
middle jack is for the microphone or line in, and the third jack if present is for the rear
speakers. Just like the keyboard and mouse connections ggudiorentwill fit in the
wrong jack 1t just wono6t wor k. Equi pment ne
Also like the keyboard and mouse, pictures and colors are used.



Audio Connectors

Wired Ethernet Connection

This connection is used to createcamputer network through phonerddike
wires that connect through larger then normal phone jathis is differentin wireless
Ethernet which does not have any wires as the name implies.

Modem Connection

Some computers have a telephone modemefiodiag and receiving faxes and
connecting the computer to the Internet through a dialup Internet provider. Laptops
usually only have a single jack which is identical to a phone jack which is smaller then
the Ethernet jack. Desktop computers typicallyehavo connections. One connection is
connected directly to the wall. The other jack is for connecting a normal phone to the
phone that will share the same line. Having two jacks removes the need for buying a
separate djpter and the modem willlisconnet the phone connection when the modem is
online so that the annoying sounds from the modem are not heard.

Ethernet on Left and Modem on Right

1C



USB Connection( Universal Serial Bus)

The USB connection issmall rectangular connector that is usedaonect
cameras, external drives, printers, and just about any modern external device. Unlike
other connectors these connectors are interchangeable meaning any device can be
connected to any jack. Most computers have between 4 and 8 jacks. The comaguter m
be on when connecting a USB device and Windows will automatically detect the new
device without rebooting the machine. Many keyboards and mice can be connected to a
computer through the USB connection which is useful because most modern
laptop/noteboks do not have PS/2 connectors. Many nespecially Microsoft mice
come with an adapter so that the mouse can be used as either a USB or a PS/2 mouse.
Most older computers will not work well with USB mice and keyboards.

USB Connections
Serial Connection

This is a largeectangulaconnector that is typically not included on many
modern computers. It usually used to connabdernal telephone modeamd some
low volume hardware devices such as a car diagnostic computer conndttese
devices are slowly disappearing and are being replaced with USB connections.

-

Serial Connector
Parallel Connection

Like the serial connection this is a large rectangular connlkuatds larger then
the serial connection. Its main use is to connect an olteptmthe computer and like the
serial connection some custom low voluhadware This connector is normally
omitted on most laptop/notebook computers. Newer printers connect through USB or
Ethernet.

Parallel Connector

11



Exercises

=

Identify the majoexternalconnections on your computer.

List typical devices that are connected to the following connections USB, Sound
Card, VGA portPS/2,parallel port, and serial port.

Which of the following connections require turning off the pomer to add or
removehardware?USB, VGA, PS/2.

Hard Drives are available as USB devices as well as SATA devices. Why would
someone want to use a USB Hard Diageopposed to a SATA devite

12



Data Organization

All datain the computer is composed of oresl zeros.Ones and zeroare
groupedogether to represent numberée bitsrepresent powersf 2(1,2,4,8,16,32,...)
depending on the position of the bit in the number just like decimal numberf®rm a
number, the powers of two that correspond teson the number are added together.

This is called binary code. The binary representation of 13 is 1101 or 8+8+lts
grouped together is called a byte. The byte is the smallest atathat can be
operated on by the CPU.

A byte is very mall, so when describing the size of RAM or hard drive space
prefixes are used just like the metric system except powers of 2 are used instead of 10. A
kilobyte is 1,024 bytes. A Megabyte is 1,048,576 bytes. A gigabyte is 1,073,741,824
bytes. Both RAMand hard drive space are specified in gigabigiemmodern computers.

A typical computer has 1 gigabyte of RAM and 120 gigabytes of hard drive space.

Text in a computer is represented by a code called ASClasisggnone byte of
data to eackharacter with each character receiving a unique number. A 120 gigabyte
harddrive can store over 120 billion characters. As can be seen, the size of text based
data such as-mail is very small compared to the total storage spaadableso very
little of the compter storage is devoted to it.

Each byte oRAM is assigned uniqueaddresghat function like mailboxed.o
write a byte in RAM, the CPU sends the RAM the byte to write and the address of the
byte though the memory bu3.o read fom memory, the CPU sends the address and the
RAM returns the byte. Only old 8 bit computers and single chip computers read and
write a byte at a time. Modern computers move 32 or 64 bits at a timéoyfEsthat
make upasingle operation are stored consecutive address@se size of the data
moved to and from RAM in a single operation together with the number of available
addresssis what makes up the bitness of a computer. Almost all computers that run
Windows are 32 bit, but new high end madsithat are 64 bit are becoming available.

Devices inside and connected to the computer are controlled by thei&PU
reading and writing to magic address hat i snét i n RAM but s
memory in the device called registe®eading and writing special values to registers i
the devicecauses the device to do operations such as checking the mouse for movement,
ejecting a CDROM, or playing audio through the sound card.

Exercises

1. Assuming an 8 bit binary number, write theldaling numbers in binary notation
10, 3, 15, 100, 128.

2. Convert the following binary numbers into decird@000100, 01000101,
01010101.

3. What is the largegiositivenumber that a byte can store?

4. How many bytesire required to store the tesello World in ASCII?

13



Computer Software Basics

Software is simply data. Software can bpasated into two types of data
Executables/Programs and simple data. Examples of programs are Internet Explorer and
Microsoft Office. Examples of ordinary daagee-mail and music. Programs provide a
set of step by step instructions for the CPU to execusnopledata.

Let's discuss the major components of comppitegrams.
Application

The application is a software package that the user usessfreddicwork.
Examples of applications are games, word processors, and picture enhancement
programs A picture enhancement program is a set of instructions for the CPU to allow
the user to work with picture data.

Operating System

The operating systeim a set of software that manages applicationssangle
data on the computer. The Operating system allows the user tarstaxit
applicationsswitch between applications, and organize data on the hard drive. The
application talks to the operatisgstem through a set of APIs( Application Program
Interfaces ) that tell the operating system what to do.

If an application warstto display a picture on the monitor, the application draws
the picture in RAM and thesendghe picture to the operating $gs through APIs
which then talks to the video card to display the picture on the monitor.

Device Driver

The device driver is a piece of softwainat is loaded by the operating system to
operatedirecttyona devi ce t hr ough tdecanaherwayctlked s r egi st
device driver is a set of instructi@ased by the operating system for controlling a device.

For example, the video card has a device driver. The mouse has a device driver. The
operating system talks to the device driver throughtafAPIs just like the application

talks to the operating system. The operating system is a broker or middle man between
the application and the device driver. The operating system includes a set of device
drivers for the most commar essentiatompuer hardware.

FileSystem
The filesystem is a component of the operating systenotbahizeslata on a
disk drive. Thebase of dilesystem isa logical sequence of data called fil&Sroups of

files are called directoriesThe sector is the saiestunit of drive space that the
computer can read or write, just like the byte is the smdtiesitat the CPU. Sectors on

14



modern harddrives are alway2 bytes of data. The filesystem contains a set of internal
tableswhichtrackthe sectorghat ech file is composed of and which sectors are unused.
To format the filesystem or hard drives means erasing all the data and creating the tables
for an empty filesystem.

The filesystem does not use sectors on the drive directbyedd sectors are
organized into partitions. Only one filesystem can be on each partition. A drive can
contain multiple partitions or a partition can be spread acnodtsple drives to create
what is called a virtual drive. In Windows, each filesysietgpical assigned a drive
letter such as C:, D:, Z:, etc.

Files systems are named according to how data is stored on the drive. NTFS is
used for hardlrives and FAT is used for floppies and flash memory cards such as found
in a camera or MP3 playeCDFS is the filesystem used by[@ROMs and UDF isised
by DVDs.

BIOS

The BIOS is a program thatéxecuted by the CPhefore the operating systam
loaded from the hard drive into RAMt is stored in special memory called FLASH
RAM or sometimes calteCMOS instead of persisting on the hdrile like the
operating system and applicatioriss purpose is to configure some very low level
functions of the computer to ready the computer for loading the operating system and
start the process @dading he operating system from one of the drives. Generally, the
BIOS settingshould only behangedf you have a very good understanding of how your
computer works. Accessing the BIOS is usuahiy necessary for booting of an
alternative drive such as a ®ODM or floppy.

Shell

The shell is a part of the operating system that directly manages the launching and
switching between applicationst also provides a mechanism for managing the files in a
file system.Windows includes two shall A text basedhell called Command Prompt
and a graphicadhell called Explorer Explorer has the famo@&TART menu and a list of
running applications at the bottom. Users can switch between applicattbrnsLT -

Tab or clicking the application box on the bottom ofsbeeen called the taskbar.

Thread

In asimplified view of a the world, a CPU can only execute a sisglpuencef
instructions at a time. Aequencef instructions is called a thread. Operating systems
like Windowsare called raltitasking operatig system$ecause thean give the user the
appearancef running multiple threads at a timeconcurrently. Quickly switching
between threads after brief intervals accomplishes flighreads are notreated equal
S0 some thread®e more importarthen other threads. Threads have priorities to
configure theimportanceor timeliness of the thread. A higher priority thread will

15



always force a lower priority thread to stop. Threads of the same priority are given equal
opportunity to use the CPU.

This view is complicated because some computers have multiple G thss
case, the operating system assigns threagladio CPU to load balance the thre&tsme
very expensive computers actually have multiple CPU chips inside it. Cheaper
computerscan se a single chip to give the appear an
hyper threadingr actually have multiple CPUs on the
processors.

Process

In the same way that fikgystems do not operate directly onkdsectors, CPU
instructions do not operate directly BAM addresses. Instead the instructions operate
on a logical group of addre=scalled virtual memory much like the fisystem operates
on virtual sectors called partition& mapping between logiaddresssand real
addresssis called a process or an address sp&aeh process containsatof threads
that operat®n data in that address spat®gical addresses in the addresses space are
not always mappetb an address in RAM. Inste#fte logcal address may point to a
special file in the operating system called the page Akethe memoryn the address
spacds accessed, the operating system can move secfiomsmorybetween RAM and
the disk drive as neededata that has not been used &while is moved back to the
pagefil e. Memory that is accessedhebut i sn
pageto RAM. The set of memory in RAM at a given time is called the working Be¢t.
process of moving data back and forth between RAMthaghagefile is called paging.
Paging is very slow compared to the speed that the CPU can execute instructions. That is
why it is important to have plenty of RAM in a computer otherwise the machine will
spend a large percentage of time paging data.

Windows includes the Task Manader listing the processes running on the
machine at any given time. To open the Task Manager, hold CéitrBlelete. The
task manager slows statistics about the number of processes and threads runing on th
machineas well as the amount of memory and percentage of CPU used for threads in
each process. The task manager allows the user to change the priority of the threads of
processes and well as the operation called end task. End Task forces the prhtess a
contained threads to die within the shortest amount of time. This is usefully for killing a
process that has threads stuck in an infinite lo@pinfinite loop is when the thread
causes the CPU to execute the same instructions endlessly wigioubpng any useful
work. Infinite loops are bugs in software and can cause the computer to run very slowly.

(@}
—

16



= Windows Task Manager g@a

File ©Cptions  “Yiew Shut Down  Help

Applications | Processes Networking | Users

CPU Usage ZPU Usage History

PF Usage Page File Usaqge Histary

Tokals Physical Memorw: (k)

Handles R Total 1048036

Threads 465 Available 559114

Processes 47 System Cache 20432

Commit Charge (k) Kernel Memory (k)

Takal 406795 Tatal 77336

Limnik 2520568 Paged 46656

Peak. 414048 Monpaged 30680
Processes: 47 CPU Usage: 0% Commit Charge: 397M § 2461M

Task Manager Showing Summary Information

-

£ Windows Task Manager

File ©ptions Wiew Shut Down Help
Applications ;P 5 ! Performance | Networking || Users

Image Mame User Mame Session 1D CPU B
taskmagr.exe Adriniskrator 0 oo
Photoshop. exe Administrator o oo
regedit, exe Adrniniskr ator 0 oo
ehmsas. exe Adrniniskrator 0 oo
AnyDYD, exe Adminiskrator 0 oo
MSMSgs. exe Administrator u] oo
iPodService, exe SYSTEM ] u]
ckfrmon.exe Adminiskrator a oo
gttask.exe Administrator 0 oo
iTunesHelper, exe Adriniskrataor 0o oo
POYDSery.exe Adrniniskrator ] u]
E_54I=H1.EXE Adriniskrator u] oo
type3z.exe Administrator u] oo
poink3z, exe Adrniniskr ator u] oo
daemon.exe Adrniniskrator 0 oo
SOUMDMAN, EXE Adrniniskr ator u] oo
TaAnotf. exe Adrniniskrator 0 oo =
P ey A Aemimisbe b [al nn —J

Show processes from all users

Processes: 47 CPU Usage: 0% Commit Charge: 399M [ 24611

Task Manager Showing List of Processes



Executable Files

Executables are comtedin threetypes offile system filesdentified by the
last four characters of the file nanféese characters can.béL, .SYS, and .EXE. The
core component of an executable is a DLL which is a list of instructiothslatahat
gesloaded into a mcesses address space. A .SYS file is a specialtidilstores a
device driver. A .EXE is a special DLL that is tHeeginningof an application. This
DLL is responsible for loading the other DLLs of the process. .COM is another name for
.EXE and is aelic of DOS.

Operating System and Application Files

The core of Windows is in the figystem directory twindows. This directory
contains thessentiatlata and DLLfiles of the operating systenGGenerally these files
should not be buched unless/ou absolutelyknow what you are doing. Applications
are contairdin the directory dprogram files. This directory is organized by company
name that produced the software. The fioehtionis c\documents and settings. This
directorycontains thelatafiles of the user such as My Pictures, My Documents, and My
Music.

The Registry

The registry is a specializdide systemfor storing very small files. It can be
accessed by clicking staften run themegedt32.exeThis will give ahierarchicalview
of the registry. The terminology of the registry is slightly different thefildngystem
Directoriesarecalledkeys and files are called values. The registry is typically used by
the operating system and applioas to store system configuration information and user
preferences.

e _ —— P — -

S | 5 cHost “ Marme Type Data “
] DCDmL_aunch (Default) REG_SZ {value not set)
8 HTTFI‘F"L'E'_' DcomLaunch REG_MULTI_SZ DcorLaunch TermSer
= LDEa Gervice [aB]HTTPFiker REG_MULTI 57 HTTPFilter
MELSVEs [abjimgsvc REG_MULTI_SZ Stigwe L
{(3 PCHealth
0 tormeves [ab]Lacalservice REG_MULTI_SZ flerter WebClient Lt
I E] neksves REG_MULTI_SZ ato4 AppMagnat Audios
+-[_] SystemRestore
) — T 1M [ab MahmarkSarica DFS MINTT 57 e arha jladl
‘ ! L ) . ( . L ) .
My Computer\HKEY _LOCAL_MACHINE\SOFT'WARE \Microsoft\windows MTVCurrentyersion SvcHost

Registry Editor
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EXERCISES

1. Categorizehe following pieces of software into applications and simple data.
Pictures, Internet Explorer, Chesame Music Files.
What is an API?
What des a device driver do? What is the purpose of device drivers being
separate from the operating system?
What i s a filesystem? What does it mean
Define what a file is and what a directory is. How are the two related?
Assuming amachine only has a single CPU how many threads can be running at
the same time? What happens to the execution speed of a thread as the number of
threads in the sgem increases?
7. What is the purpose of Virtual Memory?
8. What is the name for the operation wdhenemory is automatically moved by the
operating system between RAM and Persistent Storeage? \Wiiyaslow
operation?
9. Find out the numbeof processes and threads running onryammmputer after it is
booted.
10.Wherearesystem configuration and usaeferences typically stored?
11.What is the difference between a DLL and an EXE?
12.What is the purpose of the BIOS? Where is it stored?

w N

o gk
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13.

The Two Shells of Windows

As mentioned earlier, the operatisgstem contains both a graphisikll and a
text based «#l. The text based shedl designed for more advanced users.

The Command Prompt

The command prompt is the text based shell of Winddvany of the operations
done through the command prompt can be done through the "My Computer" icon of
Explorer, but the command prompt is mp@verfuland faster for complex operations.
Some people may want to skip this section and read it after reading about explorer.

o C:YWINDOWS\system3 2\cmd. exe

icrosoft Windows XP [Uersion 5.1.26881]
{C> Copyright 1985-2881 Microsoft Corp.

»Documents and Settings™Administrator>

Command Prompt

The command prompt can be started by clickiregstartbutton and selectingun.
Type cmd.exe to open the command prompt.

A basic component of the command prompt is the working directory. This is the
default directory to do operations on. The working directory is displayed on the
command prompt where the commasidyped. This is typicallyhe folder of the user in
the documents and settings directory.

A file and directory combination is given on the command promgeparating
directoriesand files by characters. The final part of this directoilg Lombination is
usually a file. For example,\eiindowssystem3Xkernel32.dll refers to thiéle systemat
the c drive letterthe windows directory in the c drive, the system32 directory in the
windows directory, and the kernel32.dll file in the sgs3@ directory. This combination
is called the full file path A partial file path can also be given by typing a path relative to
the working directory. The working directory is automatically placed at the beginning of
the path to create the full fileafh. For example, if the working directory isSwindows
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andthe partial pathsystem3¥ernel32.dll is typed on the command prompt, then the two
areconcatenatetbgether to form th&ull path ci\windowssystem3ikernel32.dll

Applications can be run from the command prompt by typindguher partial
path of theEXE file that starts the application and hitting the enter key. Typing
outlook.exe will run the outlook.exe application. Commands that are run from the
command prompt aneally just very small applications.

Here is asmalllist of command commandkat can beun fromthe command prompt

CD

Typing CD followed by a directory name changes the working directory. For
example, to change the working directorycfalocuments and settings type

cd "cA\Documents and Settings"

e CAWINDOWS\system32\cmd. exe -0 x

icrosoft Windows HP [Version 5.1.26881] -
C(C> Copyright 1985-2881 Microsoft Corp.

:“Documents and Settings“Administrator’cd "c:“Documents and Settings"

»Documents and SettingsXy_

Working Directory Changed to\©ocuments and Settings

When the operating system reads a command, it separates the command into
arguments separated by spacesa dingle entity contains a space, it needs to be enclosed
in quotation marks otherwise the operating system will separate it ikBmtciments”,

"and", and "Settings." Other commands from the command prompt follow this pattern.

Each drive letter hasdifferent working directory. To change between drive
letters type the letter followed hige :character. This will change the working directory
to the working directory for that drive. Running cd commands will only change the
working directory for theurrent drive letter. To change the drive letter and set the
working directory for that drive at the same time, place /d in front of the directory name
after the command\Doclhane nesamamlde Sed ticgo: wi l
current drive letteto c: and set the working directory to Documents and Settings.

21



DIR

The dircommand lists the files and directories in a directory. If dir is given by
itself, the working directory is used. Otherwise a path needs to follow the dir command.
For example dir éwindows will list all the files and directories inwindows.

| am going to take this time to introduce the concept of wild cards. The special
character * means all files and directories where * can be replacuylponbinations
of characters that still matches the non wildcard characters in the path.

For example, assume we have a three files in the working directory named
foo32.dll, foo64.dll, and bar32.dll. Typing dir foo* will list foo32.dll and églodll but
not bar32.dIl.foo* means all the files and directories that start with the characters foo
and can be followed by any other characte¥ultiple * characters can be given on the
same command to form complex patterns.

e C:AWINDOWS\system32\cmd. exe -0 x

icrosoft Windows RP [Uersion 5.1.268@81 -
<G> Copyright 1985-2801 Microsoft Corp.

“\Documents and Settings“Administrator>cd "c:\Documents and Settings"

:»Documents and Settings>dir
Uolume in drive C has no label.
Volume Serial Number is C467-3FBB

Directory of C:sDocuments and Settings

12,13-2085 @6:22 AM <DIR>
B6:22 AM -
A9/18-2886 12:26 PM Administrator
12-14-2085 12:14 AM All Users
B File<(s> B hytes
4 Divds> 298_.579.687.552 hytes free

:nDocuments and Settings>

Example DIR command

XCOPY

This command copies a file or pattern of fileatoew file or a new location.
xcopy foo32.dll bar32.dIl will copy foo32.dll to the file bar32.dlIl.

Entire directories can be copied in one operation by using a special atgarmen
switch named /E. The command xcopyvmndows cinewwindows /e will copy all files
and directoriegontained in the twindows directory to the mewwindows directory.

RENAME

This command renames a file or directory to a new location. For eeampl
rename foo32.dll bar32.dlIl will rename the foo32.dll file to bar32.dlI.
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MOVE

MOVE does just what it says. It moves a directoryile to a new location. The
command move twindowssystem32 &:will move the system32 direary to the top of
the c: drive. This is the time to introduce a special name, the .. directory. Placing the ..
drectory in a path will refer to one directory up from ta&erreddirectory. For example,
if the working directory is dwindowssystem32the path \drivers refers to
windowsdrivers. This isusefulfor moving a directory higher up.

RMDIR

RMDIR removes an entire directory including asuybdirectoriesand files.
Typing rmdir c\windows would remove the entire windows diregtolf the directoy in
not empty, the /S argument needs to be given on the command line.

DEL

The DEL command deletes file and directori&yping del *.* would delete all
files in the working directory which is a very dangerous operation.

Typing most commands followed byvall display help information for that
command.

Exercises

What are the steps to open the command prompt?

What is the working directory and what is the purpose of it?

List the commands described in this section lamefly describe what it does.

What is the purpose of the quotation marks in the comrdand \Ddcements

and Se?2tingso

Explain the purpose of the * character.

Find a pattern that matches the files kernel32.dll, user32.dll, but not notepad.exe.
Why isthe commandlel * dangerous?

rpwNE

N oo
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Windows Explorer

Windows explorer is the graphical shell of windows. The three main parts of the
shell is the desktop which is behind the application windows, the famous start menu, and
the task bar.

Task Bar

L e t Otswithshte task bar since it is theat complex. The taskbar is divided
into two areas. Just to the right of gtart buttons the list of running applications. To
open the main window of the application clic
window will open. Clicking the minimize button of an application will remove the
window from the screen but the application will still be running and can be reopened
from the taskbar.

askbar and Notification Area

Immediately to the lefbf the clock is the notifidgon area. Just like the area to the
right of the start menu is a list or running applications, the icons in the notification area
also represent running applications or processes. Unlike the main section of the taskbar,
icons in the notification area can have complex menus, perform complex actions when
clicked, or popup information balloons.

Each icon in the notification area is a running application and will use RAM and
CPU time especially when Windows is stagtinThe result is very slow startup especially
on older computers. One way to deal with this is to remove infrequently used
applications that createotification area icons. Sometimes, when an application is
installed, the setup program has a configwapmtion to not create a notification icon.

The setup programmaycall this quick launch or autostartininstalling an application
that does not create a notification icon or start at boot time will not make Windows boot
any faster and typically only nég to be removed if the computer is low on disk space.

Desktop

The desktop is the area of the screen that is behind the application Windows. It is
necessary to minimize the application windows to see the desktop. Because of this
annoyance i t lwaysoptiinal to&eep a large number of icons on the desktop.

Instead the Start menu can be used since it is always available. Configuring the start
menu will be explained later.

The desktop is nothing more thefila systemdirectory. Fie cabinet folder
icons are used to represent subdirectories. Executables are represented by the icon for
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the application. Data files are shown with the icon for the application that normally
operates on that type of data file. Windows determinespibiecationof thefile based

on the last three characters of the file name. The last three characters of the féggename
not shown by Explordputit is accessible from the command prompt.

To create a new file or folder on the desktop, right click mempty area of the
desktop and selecew. To move files and folders, the data can be dragged and dropped
to a new location or selected cut/copied and then pasted just like cut and pasting text
between application windows. To rename an item, right diicthe item and select
rename then type in the new name.

Letbébs discuss a Windows concept <called th
file that does not contain data itself but instead tell explorer wbéired the data. For
example, a shortctdior directory ciddocuments and settingsovies can be created on the
desktop so that that directory/folder can be opened from the desktop even though that
folder is not insidex subdirectory ofhe desktop directory. To create a shortcut, right
click thedesktop and new then select shortcut. Windows will open a wizard that allows
for typing in the command prompt style path to the data that is pointed to by the shortcut.

A special icon of the desktop is the My Computer icon. Clicking this icon will
opena logical folder that displays a list of disk drives attached to the compCiieking
but not opening a drive will display information about the highlighted drive in the details
area in the left of the window. The displayed information includefl#eystem
type(NTFS,FAT,CDFS,etc), the amount of data on the disk, and the free space of the
disk. This is useful for checking for disk drive sp#uatis currently being used and can
give an indication of when it is time to clean out old files.

The final topic to be discussed is using exploreraimputethe disk space used
by files and folders. Highlight the item and right click then select ptiege Windows
will grind for awhile and display the size of the data on disk. The size ¢ &fsimply
the size of the file itself. The size of a directory is the size of all the files in the directory
plus the size of all the subdirectories of that directory. It is useful to compare the size of
folders and files with the size of the drites location at. For example, it is useful to
know how much of the drive is being used by that movie or picture.
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Start Menu

The start menu is the large start icon on the bottom left hand corner of the taskbar.
Like the desktop the start menu is addde systemdirectory, except a trick needs to be
used to modify it. Place the cursor over the start menu anctligithen select explore
all users. A window wilbpen with a view of the start menu files and directories. In this
view, folders ad shortcut can be created, moved, and renamed just like as with the
desktop.

Open
Explare
Search...
B add to archive...
B add to "Start Menu.rar"
B Compress and email...
B Compress to "Start Menu.rar” and email
Propetties

Open All Users
Explore All Users

| ¢ STarT—wr o

Explore All Users Option of the Start Menu
tant Menu EE

File Edit View Favorites Tools  Help L
€) > ﬂ' 7 ) Search u Folders E
Address || C:\Documents and SettingsiAll Users|Start Menu | . Go
Folders )
@ Desktop Prngrams

.,D ¥y Documents
= } My Computer

Media Center
= G Local Disk (C2) Shortcut
= ATL

) CwsroaT

My Computer
2 daphne Shortcut
1) dev =
() devhin
(= |2 Documents and Settings | Recyds Bin
(& Administratar ﬂ | ?I‘;(oé’tcut
= [ Al users @ J
| Desktop - Microsaft
[# |[2) Documents 2 _ shorteut
12 Favorites Eﬁ% 1KB
tart Men _
A =" Remate Deskbop Connection
=] llﬂ Programs \ Shartout
|2) DWDFabDecrypter _Temp ZKB

() Dynamix

[ EPSONREG N | MPLAG IDE
10rCCul
(3 HyperCD a‘b\ >KB
(23 mame |

ha
3 7 meunES 1SR 2 _New CFfice Document

Start Menu Contents
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The start menu contains a special documents icon. Selecting it will display the
list of files that were reently opened. The My Documents and My Pictures foldans
be opened These locations athe default location for data files such as pictures and
letters.

Documents Icon of Start Menu
A second special icon on the start menu is the control panel Tdencontrol
panel is used to configure the computer. Clicking the display icon will allow the user to

adjust the background of the desktop and the screen resolution. Add/Remove programs
will allow the user to remove unneeded applications on the maithfree up disk space.

Control Panel in Start Menu
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