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Abstract shown by recent vendor introductions [1, 8, 9]. There is
Parallel processing has been proposed as a means t(l)}us an opportunity to exp_loitthe pot_ential of parallelismin
improving network protocol throughput. Several different _network protocol processing, and this has become a grow-
. . ing area of research.
strategies have been taken towards parallelizing protocols.
A relatively popular approach isacket-level parallelism The approach we study here is thatpaicket-level par-
where packets are distributed across processors. allelism, sometimes referred to as thread-per-packet or
This paper provides an experimental performance studprocessor-per-message parallelism. Originally proposed by
of packet-level parallelism on a contemporary sharediutchinsonand Peterson in tkeékernel [14], this approach
memory multiprocessor. We examine several unexploredistributes packets across processors, achieving speedup
areas in packet-level parallelism and investigate how variP0th with multiple connections and within a single connec-
ous protocol structuring and implementation techniques caHOn- Packets can be processed on any processor, maxi-
affect performance. We study TCP/IP and UDP/IP protocolMiZing fle>_<|b|I|ty and utilization. Other systems using this
stacks, implemented with a parallel version of #akernel ~ @Pproach include [5, 11].
running in user space on Silicon Graphics multiprocessors. Several other approaches to parallelism have also been
Our results show that only limited packet-level paral- proposed and are briefly described here; more detailed
lelism can be achieved within a single connection undesurveys can be found in [5, 11]. liayered parallelism
TCP, but that using multiple connections can improve availprotocols are assigned to specific processors, and mes-
able parallelism. We also demonstrate that packet orderingages passed between layers through interprocess com-
plays a key role in determining single-connection TCP perimunication. Parallelism gains can be achieved mainly
formance, that careful use of locks is a necessity, and thatrough pipelining effects. An example is found in [10].
selective exploitation of caching can improve throughput.Connection-level parallelismssociates connections with a
We also describe experiments that compare parallel protcsingle processor or thread, achieving speedup with multi-
col performance on two generations of a parallel machingle connections. Multiprocessor STREAMS most closely
and show how computer architectural trends can influencenatches this model [26, 27]. Functional parallelism
performance. decomposes functions within a single protocol and as-
signs them to processing elements. Examples include
. [19, 23, 25]. The relative merits of one approach over
1 Introduction the others depends on many factors, including the host ar-

chitecture, the number of connections, whether the imple-

Parallel processing has been proposed as ameans of INProyantation is in hardware or software, the thread scheduling
ing network protocol throughput. Two trends motivate thejicies employed , and the cost of primitives such as lock-
use of parallelism in network processing. First, networki,, ang context switching. Schmidt and Suda [28] show that
bandwidths are increasing by orders of magnitude, Withyacyet-level parallelism and connection-level parallelism
the advent of technologies such as ATM. Second, sharéQjenera]ly perform better than layer parallelism on a shared-

memory multiprocessors are becoming more cOmMON, agemory multiprocessor, due to the context-switching over-
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runs in user space on Silicon Graphics shared-memory muper-thread data structures, and thus required no locks. They
tiprocessors using the IRIX operating system. point to allocated data structures calld8lodeswhich are

Our results show that only limited packet-level paral- reference counted; these reference counts must be incre-
lelism can be achieved under TCP within a single connecmented and decremented atomically.
tion, but that using multiple connections improves available The x-kernel'smap manageprovides a mapping from
parallelism. The effects of checksumming and packet sizen external identifier (e.g., a TCP port number) to an in-
on speedup are also examined. We also find that orderingrnal identifier (e.g., a TCP protocol control block), using
plays a key role in determining single-connection TCP per-chained-bucket hash tables with a 1-behind cache. Maps
formance, that careful use of locks is a necessity, and thatave many uses, but are primarily used for demultiplex-
selective exploitation of caching can improve throughputing. They must be locked to insert, lookup, or remove
Finally, we examine packet-level parallelism on three plat-entries. In addition, since the map manager provides an
forms: the current Challenge series using both 100 MHzterator functionmapFor Each( ) , the map manager can
and 150 MHz MIPS R4400 processors, and the older Powetall itself recursively. To handle this recursion, counting
Series with 33 MHz MIPS R3000’s. locks are used, so that if a thread already owns the lock,

The remainder of the paper is organized as follows: Init simply increments a count and proceeds. Similarly, an
Section 2, we describe our experimental environment, inunlock decrements the count, and the lock is released when
cluding the parallelizect-kernel and protocols. Section 3 the count reaches zero.
gives our baseline results. Section 4 describes ordering Theevent manageuses a timing wheel [31] to manage
issues and shows how ordering can impact performance&vents which are to occur in the future. The wheel is essen-
Section 5 examines locking strategies and techniques. Setally another chained-bucket hash table, where the hashing
tion 6 illustrates the effects of caching. Section 7 examinegunction is based on the time that the event is scheduled to
parallelized protocol performance on several different arfun. To protect this structure, we added per-chain locks,
chitectures. In Section 8 we summarize our results an@o that concurrent updates to the table were less likely to
conclude. conflict with one another.

Other components of thekernel require locks for var-

) ) ious reasons, most frequently for atomic addition and sub-
2 Experimental Environment traction for object reference counts.

As stated earlier, our environmentis based on a parallelize > llelized |
x-kernel, and as such, it is similar in several respects tg Parallelized Protocols

the platform described by Bjorkman and Gunningberg afin order to experimentally study various performance-
the Swedish Institute of Computer Science (SICS) [4, 5].related issues in parallel protocols, we implemented multi-
Our platform was, for the most part, developed indepenprocessor versions of FDDI, IP, UDP, and TCP. This section
dently, and for a different type of machine. The exceptionpriefly describes our parallel implementations of these pro-
is the SICS MP TCP code, which we used to guide the degcgls.

sign of our parallel TCP, as described in Section 5.1. The The EDDI protocol in the-kernel is very simple; it es-
SICS platform, however, was based on the February 1992entjally prepends headers to outgoing packets and removes
release of the-kernel, and ran on the Sequent Symmetry.headers from incoming packets. Locking is only necessary
Our environment is based on the December 18%@rnel iy two instances: during session creation and on packet
release, and runs on the SGI Challenge. Given the diﬁerdemultiplexing (to determine the upper-layer protocol to
ences in hardware, host operating systems, versions of thgnhich a message should be dispatched to). No locking is
x-kernelinfrastructure and protocols, a direct comparison i$equired for outgoing packets during data transfer.

thus not possible. Where applicable, however, we describe The |nternet Protocol is structured similarly to FDDI

differences between the systems. but has a slightly larger amount of state, which must be
locked. On the send side, IP has a datagram identifier used
21 Paralldized x-kernel for fragmenting packets larger than the network interface

MTU. The identifier must be atomically incremented, per-

Our parallelizedx-kernel was developed by adding locks datagram. On the receive side, if a packet is a fragment,
into appropriate places in thekernel infrastructure. Like a fragment table must be locked to serialize lookups and
the SICS system, we placed locks protectidgernel infras-  updates.
tructure within thex-kernel, and placed locks concerning UDP is a connectionless transport protocol that provides
protocols within the protocols. Unlike the SICS system,little beyond simple multiplexing and demultiplexing. Like
which used a finite set of static, global locks, we instantiateFDDI, locking is only required for session creation and
locks on a finer-grained, per data-structure basis. packet demultiplexing.

The x-kernel'smessage took a facility for managing TCP is a much more complex protocol than UDP. It pro-
packet data, analogous to Berkeley mbuf's. Messages angdes reliable, in-order data delivery with no loss, error, or



duplication, and has built in flow control and congestion
control mechanisms. Our TCP is based uporxtkernel's THROUGHPUT
adaptation of the Berkeley Tahoe release, but was updated TEST
to be compliant with the BSD Net/2 release. In addition to |
adding header prediction, this involved updating the con- Tcp
gestion control and timer mechanisms, as well as reordering
code in the send side to test for the most frequent scenarios |
first[15]. The one change we made to the base Net/2 struc- P
ture was to use 32-bit flow-control windows, rather than
the 16-bit windows defined by the TCP specification. This |
turns out to be important for the high bandwidths generated FDDI
by our experiments, and we note that 32-bit flow control
information is used in both 4.4 BSD with large windows |
[16] and in the next-generation TCP proposals [6, 30]. SIM_TCP—RECV
Due to the semantics of TCP, the protocol consequently
has a great deal of per-connection state, which must be
locked to provide consistency and semantic correctness.
For example, each connection has a retransmission queue, Figure 1: TCP Send-Side Configuration
a reassembly queue, and various windows for both the send
and receive sides. Given this large amount of state, several
state locking strategies are possible. We thus implemented
three Net/2-based versions of TCP, where each version us

Figure 1 shows an example of a test configuration. The
) ) . . _ %§<ample is of a send-side TCP throughput test, where a
a different locking granularity. These are described in MOre; . lated TCP receiver sits below the FDDI layer. The

detail in SECtion 5.1 . . . simulated TCP receiver generates acknowledgement pack-
Checksumming has been identified as a potential perfor

. . ) | _ ts for packets sent by the actual TCP sender. The driver
manceissue in TCP/UDlepIementatlons. We thus W'Sh_e‘icknowledges every other packet, thus mimicking the be-
to examine the extent to which checksumming made a difp .o o Net2 TCP when communicating with itself as a
ference in protocel speedup and throughput. The checksu eer. Since spawning threads is expensive in user space in
code used in our studies was the fastest available portab

lorithm th ¢ which ; RIX, the driver "borrows" the stack of a calling thread to
?é?m m that we were aware of, which was from UCSDSenol an acknowledgement back up.

The TCP receive-side driver (i.e., simulated TCP sender)

_ produces packets in-order for consumption by the actual

2.3 In-Memory Drivers TCP receiver, and flow-controls itself appropriately using

Pe acknowledgements and window information returned

y the TCP receiver. Both simulated TCP drivers also
perform their respective roles in setting up a connection.

Since our platform runs in user space, accessing the FD

adaptor involves crossing the IRIX socket layer, which is

prohibitively expensive. Normally, in a user-space im-

plementation of thex-kernel, a simulated device driver is

configured below the media access control layer (in this3 Baseline Results

case, FDDI). The simulated driver uses the socket interface

to emulate a network device. To avoid this socket-crossindn this section we present a set of baseline results on our

cost, we replaced the simulated driver with in-memory de-8-processor 100 MHz Challenge machine. Our goal here

vice drivers for both the TCP and UDP protocol stacks. Thds to illustrate the differences between the send and receive

drivers emulate a high-speed FDDI interface, and suppor@aths, and the impact of checksumming and packet size on

the FDDI maximum transmission unit (MTU) of slightly scalability. The baseline protocol implementations which

over 4K bytes. This is similar to the approaches taken irgenerated these results include message caching, atomic

[5, 11, 21, 28]. increment/decrement, and (in the case of TCP) a single
The drivers act as senders or receivers, producing or conock on the TCP state. The locks used are the SGI supplied

suming packets as fast as possible, to simulate the behavigtutex locks. In sections 5 and 6 we describe these protocol

of a simplex data transfer over an error-free network. Tostructuring and implementation choices, and examine how

minimize execution time and experimental perturbation, thg¢hey and various other alternative approaches effect and

receive-side driver uses preconstructed packet templategdetermine performance.

and does not calculate TCP and UDP checksums. Instead,

in experiments that examine checksumming using a simu-

lated sender, the actual TCP and UDP receivers calculate

the checksum, but ignore the result.
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In our experiments each processor has a single threaliCP does not scale nearly as well as UDP, in either the
which is wired to that processor, similar to the method usedsend or receive case. Locking state is the culprit here.
by Bjorkman and Gunningberg. To see if wiring impacted For example, profiling with Pixie [29] shows that in an 8-
our results, we ran several experiments without wiringprocessor receive-side test, 90 percent of the time is spent
threads to processors with TCP and UDP, send and receiwgaiting to acquire the TCP connection state lock; on the
side, with and without checksumming. The only changesend side, the amount is 85 percent.
we observed was a small (approximately ten percent) dif- Several unusual points warrant mentioning. Figure 6
ference on the send side for UDP above 4 processors. IRIXhows that send-side throughput appears to level off at
5.2 schedules for cache affinity, and so we conclude thaaround 215 megabits/sec. Figure 8 shows that receive-

wiring has little perturbation of our experiments. side throughput levels off above 350 megabits/sec, but
then drops off suddenly afterwards. This dip is caused
3.1 Send and Receive Side Processing by the combination of TCP packets being misordered when

_ _ ~threads contend for the connection state lock, and the dif-
Figure 2 shows UDP send-side throughput, for a singleference in processing times for in-order versus out-of-order

UDP connection, in Megabits per second, measured opacketsin TCP. Section 4.1 discusses how this problem was
our 8-processor Challenge machine. Figure 3 shows reljiscovered, as well as the solution.

ative speedup for the send side in UDP, where speedup is
normalized relative to the uniprocessor throughput for that . )
particular packet size. Figures 4 and 5 show UDP receive3-2 Checksumming and Packet Size

side throughputand speedup, respectively. For these and %Is mentioned earlier, we were interested in how check-

subsequentgraphs, each datapomhsthe average of 10 ru%ﬁ’mming and packet size influence the performance of
where a run consists of measuring the steady-state throug . .
parallel protocols. Our expectations were that relative

put for 30 seconds, after an initial 30 second warmup pe- :
: . . . speedup would be greater when processing larger packets
riod. In addition, we isolated our Challenge multiprocessor . . . . .

; ) . . with checksumming, since checksumming occurs outside
as much as possible by running experiments with no other

user activity. All non-essential daemons were removedOf Iocl_<ed regions and thu; constant per-packet C(.)Sts would
and the ma(;hine did not mount or export any remote fil C(_)nstltute a smaller fraction of fthe processing tlme [17].
systems. To check variance, we ran one 8-processor t:F{gures 3,5,7,and 9 show that, in general, tests with larger
400 timés and observed tha'lt the data fit a normal beII-BaCketS hgve better speeglup than thos_e Wlth smaller ones,
' and experiments for a particular packet size with checksum-

curve dlstrlt_)utlon. Throughput graphs include 90 percentming have better speedup than those without, although the
confidence intervals.

: : : . differences are not as pronounced as we had expected. The
The figures show that, as Bjorkman and Gunningberg dis: . . .

. . trends agree somewhat with those shown in [11], which
covered [5], UDP send-side performance scales well with

. . - showed better speedup with larger data units. However,
larger numbers of processors. In our discusssoalability

) L their tests included presentation-layer conversion, which is
means the first derivative of speedup as the last processor : .
: . much more compute-bound and data-intensive than check-
is added to the experiment. Note that a test can demons-umming

strate high speedup to a point but exhibit poor scalability. . .
We observe that send and receive side processing scatI)e'A‘lthOUQhthe SGI documentation gives the aggregate bus

differently, but we do not wish to claim any inherent dif- andwidth as 1.2 gigabytes/sec, we wished to see the read

ference between their relative scalability. This is becausgandwmIth limitations imposed by checksumming. To this

. . L . end, we ran a micro-benchmark that checksummed over a
our send-side experiments explicitly yield the processor o

every packet, but the the receive side relies on the operatir:farge amount of data, to force cache misses. We observed

o . o at each processor could checksum at a rate of 32 MB/sec,
sy;tem 10 pre_empt the thr_ead. This is partially a h|stor_|caf%r 256 merg);abits/sec at least up to 8 processors. Assuming
artifact qf our |mplementat|0n,_and we plan a more detaile he bandwidth does'not degrade as processors are added
comparison be_tween the two in the future. . this implies that the bus could support up to 38 processors
One major difference between the send and receive pathosoin nothing but checksummin
is that a protocol’s receive processing must demultiplex 9 9 9
incoming packets to the appropriate upper layer protocol.

At first, we thought that the locks used in the map man-4  Qrdering | ssues
ager for demultiplexing might be creating a bottleneck, but
running the test without locking the maps yielded a smallg 1 OrderingIssuesin TCP
(approximately 10 percent) improvement in throughput.

The TCP throughput and speedup results, again for &ecall that in Figure 8, receive-side TCP throughput falls
single connection, are given in Figures 6-9 respectivelydrastically beyond 4 or 5 processors. Further investigation
The TCP numbers here are from our baseline TCP, TCPshowed large numbers of out-of-order arrivals at the TCP

1, further described in section 5.1. Our results show thatayer, a surprising result since data was being generated



map lookups were serialized by MCS locks, and observed
a slight reduction in throughput. Since MCS locks have
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straight mutex locks (1.5 usecvs. 0.7 usec), we did not wish
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locks. However, as observed above, in the right scenario
they can create an enormous performance win.
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Table 1 also shows the impact of using FIFO locks. The
table gives the percentage of packets received out-of-order
in TCP with mutex locks and MCS locks, for a receive-
side test using 4KB packets with checksumming. The ta-
ble shows a large difference in the number of out-of-order
\ \ \ \ \ \ \ \ packets between the two locking schemes as the number of
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Q
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! 2 : érocessérs ° ! ’ processors increases.
Aninteresting side issue is the misordering that can occur
Figure 10: Ordering Effects in TCP on the send side when threads pass each other below TCP

but before reaching the FDDI driver. This would cause

packets to be placed out-of-order on the wire, and probably

arrive out-of-order at the receiver. To quantify this potential
in-order by the simulated TCP sender. As the TCP headgsroblem, we measured the percentage of out-of-order pack-
prediction algorithm is dependent on the arrival of in-orderets in the send-side driver, and observed that fewer than one

packets, we hypothesized that out-of-order arrivals wergercent were misordered with up to eight processors.
reducing performance. To test this hypothesis, we ran a

test using a version of TCP modified to treaerypacket .
as if it were in-order. The result was the disappearance 04'2 Orderingand Correctness

the anomaly. The question then became how to bridge thgye note that preserving order issemantic correctness
gap b_etween the observed behavior and the forced in-ordggsye. If an application uses TCP and cannot cope with out-
experiment. of-order delivery, packetorder must also be preseabeye

The Pixie results showed high contention for the con-TCP. When parallelism is introduced, an arriving packet
nection state lock, and since the raw mutex locks providegannot simply release the TCP connection state lock and
by IRIX are not FIFO, this suggested that lock contentioncontinue; the momentthe lock s relinquished, guarantees of
was causing threads, and thus packets, to be reorderegkdered data above TCP are lost. Similarly, on the send side,
To preserve the original ordering, we implemented FIFCthe order of the data the application passes to TCP must be
queueing using the MCS locks by Mellor-Crummey andpreserved, lest the order TCP preserves is different from the
Scott [22]. Their locking algorithm requires atomic swap one the application observed. For some applications, this is
and compare-and-swap functions, which we implementedot a problem. For example, NFS does not assume ordered
using short R4000 assembler routines. packets, and can be configured to use TCP. In most cases,

Figure 10 illustrates the effects, using 4 KB packets withhowever, the application requires order to be preserved.
checksumming on. The top curve in the figure is from the To examine this issue, we implemented a ticketing
modified TCP where packets aassumedo be in order, scheme similar to a bakery algorithm. Before releasing
a potential upper bound. The bottom curve is the baselinéhe TCP connection state lock, a receiving thread acquires
TCP-1 implementation using regular mutex locks for thean up-ticketfor the next higher layer. The thread then re-
connection state. The middle curve is TCP-1 using MCHeases the connection state lock, and continues up the stack.
locks. We see that using these locks bridges the majority ofn the test application above TCP, at the point where the
the gap between the baseline case and the “upper boundapplication requires order, the thread can then wait for its
In the case with checksumming off (not shown), there is ndicket to be called. The amount of mechanism required
statistically discernible difference between the performanceéo implement this feature is not large, but restricts order,
of the “upper bound” TCP and TCP with MCS locks. Clos- further limiting performance. Figure 11 shows a receive
ing the remainder of the gap with checksumming is notside TCP throughput test using 4KB packets, comparing an
trivial. For example, we tried a receive-side test whereapplication that requires order preservation versus one that
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does not. In this example, the application is our test codewe argue that if parallel applications are to reap the benefits
which simply counts packets that arrive. The application’sof parallelized networking, they should perform their own
critical section itself is small, a lock-increment-unlock se- ordering. Using either a connectionless protocol such as
qguence; the performance is lost preserving the order. UDP or a connection-oriented protocol such as TCP with
We are not the first to observe this problem [11, 13], butmultiple connectionsan applicatiormustbe able to handle
to our knowledge, previous work has not provided adequateut-of order delivery. Lindgren et. al. [21] make a related
solutions. For example, in [11], Goldberg et. al. use atick-argument that the parallel application must be tied closely
eting scheme similar to ours, but assign tickets to packets the parallel communication system.
atthe driver for use in re-ordering at the application. How- To illustrate the benefits of using multiple connections,
ever, this assumes a one-to-one correspondence betwege ran send-side and receive-side experiments of TCP-1
arriving packets and application data units. It does notwith MCS locks, without ticketing, using 4KB packets with
address issues such as corrupted packets that are droppagd without checksumming. In these tests, each processor
fragmented packets that are reassembled, or packets thahs responsible for a separate connection. For example,
are not data at all, such as acknowledgements. the eight processor experiment examines throughput for
The more general problem is to provide a mechanisneight connections. The simulated drivers were modified
that is correct in a general fashion, across several protaslightly to support multiple connections for these tests. The
col layers. The solution we describe above only solvegesults are shown in Figure 12. The graph shows steadily
the problem when there is a one-to-one correspondence bicreasing throughput as connections (and their associated
tween a TCP connection and the application’s notion of grocessors) are added. This test is somewhat “idealized” in
connection. Thisis the case in the example of TCP and BSEkhat the distribution of traffic across connectionsiis relatively
sockets. However, if a TCP connection was multiplexed byuniform. However, the point of the experiment is to show
several other higher-layer protocols, each message must liieat the connection state lock is the major bottleneck for a

“re-ticketed” at each multiplexing or demultiplexing pdint single connection, and that it may be overcome by using
A general solution that meshes with theékernel’s infras-  multiple connections.

tructure is an issue still under study.

: : 5 Locking Issues
4.3 Multiple Connections g
Given the performance penalty exacted for maintaining or5.1 ~ Locking Granularity in TCP

der, and the single-connection performance limits in TCPRecaII that TCP maintains a relatively large amount of state

1 Thanks to Mats Bjorkman for pointing this out. per connection. A question we wished to address was how
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Figure 13: TCP Send-Side Locking Comparison Figure 14: TCP Receive-Side Locking Comparison

that state should be locked in order to maximize perforthat locking was not necessary here, and our two other TCP
mance and speedup. Towards this end, we produced thr@@plementations reflect this. The key realization is that
VerS!OnS of Qur TCP, each with a different number of |OCkS.Checksumming a packet is Orthogona| to manipu|ating con-
For illustrative purposes, we call them TCP-N, where Nnection state. The only change needed was, in the case of
indicates the number of locks involving connection statethe outbound processing fncp_out put , the checksum
The first version, the baseline given in Section 3, is TCPcalculation had to be moved so that it was done outside
1, which uses only a single lock to protect all connectionthe scope of the send window lock. This did not affect
information. The second version, TCP-2, uses two lockggrrectness, however.

per connection: one to protect send-side state, and the other e results for the three TCP implementations are given

to protect receive-side state. The last version, TCP-6, usgg Figures 13 and 14, which plot send and receive side
the locking style from the SICS MP TCP, with six 10ckS hroughput respectively with checksumming. The three
serializing access to various components of the connectiofcp's measured here are based on the baseline version de-
state. B scribed in Section 3 with the addition of MCS locks. The
M(_)re speuflcally, TCP-6 has separate Iocks_ to protectth@om here is simply to compare locking strategies. TCP-
rgcelve-5|de reassembly queue, the se_nd-5|de retransmif-gnd TCP-2 both outperform TCP-6, particularly when
sion buffer, the header prepend operation, header removg,ecksumming is enabled. With checksumming off, the
operation, send side window state, and receive side Wingaps are smaller, but the relative ordering between the three
dow state. In most cases, this locking is either redundanfcp's is the same. In all cases. send and receive side
or unnecessary. For example, header manipulation occugith and without checksumming, the code with the sim-
solely on the stack of the calling thread; thus, no locking ISplest locking, TCP-1, performed the best. We also observed
necessary. Similarly, the send and receive queues need {fis pehavior when the three TCP’s didt include MCS
be locked at the same time as the send and receive windoycks. |n retrospect, we can see how the single-lock version

state, which is redundant. _ would perform the best, since the Net/2 TCP implementa-
Another concernwe had with the SICS TCP implementatjon manipulates send-side state on the receive path, and

tion was that locks were being held where checksum calcUrgcejve-side state on the send path. For example, in the

lation would have been done, on both incoming and outgoTCp header prediction code (intended to be common-case

ing packet£. In thex-kernel, this occurs where headers aréprocessing), both the send and receive state locks must be
prepended or removed, respectively, and the TCP-6 codgcquired.

is consistent with their implementation. However, we saw 5 qiher attractive feature of using a single lock is its

2\We note that Bjorkman and Gunningberg reported resulits for TCPSimP”CitY- |mp|e_m_entati0n is easier, deadlock is e_aSier to
without checksumming. avoid, and atomicity of changes to protocol state is easier
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Figure 15: TCP Atomic Operations Impact Figure 16: TCP Message Caching Impact
to guarantee. on the fast path. Second, in the best case, it reduces mem-

We note that this result is specific to the BSD implemen-ory traffic by replacing three writes with a single one. We
tation, and that a TCP implementation designed aroundmplemented these primitives with short R4000 assembler
separating send and receive side processing may well yielutines. Sample results are given in Figure 15, which
better speedup with multiple locks. However, due to theshows the effects of atomic primitives on TCP throughputs
widespread use of the BSD code, using the Net/2 examplwith 4KB packets and checksumming on. Both TCP and
is applicable to many operating systems. UDP see improvements with the atomic primitives. The
UDP receive-side obtains a larger benefit than the send side
) from atomic increments, due to the reference count manip-
5.2 AtomicIncrement and Decrement ulation that happens during demultiplexing. The benefits to

Another locking issue we examined was using atomic incret® TCP send and receive sides were approximately equal,
ment and decrement functions that exploited the R40004s the majority of the improvementis due to a more efficient
load-linked (LL) and store-conditional (SC) instructions. message tool.

LL and SC allow programmers to produloek freeprim-

itives [12]. A simple example of this is atomic increment, § Per-Processor Resource Caching

which replaces a lock-increment-unlock sequence.

We tried this for two reasons. First, tiiekernel's mes-  As mentioned earlieg-kernel protocols make heavy use of
sage tool relies on the notion that reference counts are atonthe message tool to manipulate packets. Since caching has
ically manipulated, and so the primitives map perfectly withbeen shown to be effective in data structure manipulations
the existing code. Thus, the primitives benefit the messagR, 7], we decided to evaluate the use of simple per-thread
tool, and subsequently all protocols that use it. Second, theesource caches in the message tool. Whenever a thread
x-kernel uses reference counts on session and protocol statequires a new MNode (the message tool's internal data
in order to know when objects can be freed. When a packetepresentation), it first checks a local cache, which can be
is demultiplexed, these reference counts are incrementegbne without locking. The cacheis managed last-in first-out
on the way up the stack and then decremented on the way.IFO) to maximize cache affinity. This avoids contention
down. This means that two locks are acquired and releasdd two ways: first, the lock immal | oc serializing mem-
per-layer, on the fast path of data transfer. Thus, atomiory allocation is avoided, reducing locking contention, and
primitives again potentially benefit the entire protocol stack possible system calls (e.g.br k). Second, memory freed

Replacing a lock-increment-unlock sequence withby a processor is re-used by that processor, avoiding mem-
atomic increment pays off in two ways. First, a layer of ory contention. Figure 16 gives a sample of the results,
procedure call is removed, which can affect performancalisplaying TCP throughputs with 4 KB packets with check-
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Figure 17: TCP Throughputs across Architectures Figure 18: TCP Speedups across Architectures

summing. The improvementin TCP is significant, due to itsconstraints prevent us from showing all of our data, but in

heavy use of the message tool. The results are also positigeneral, our findings were consistent across platforms. We

for UDP send and receive side. do not wish to draw broad conclusions, especially from
machines with only four processors, but we can summarize

7 Architectural Trends our observations:

e On all platforms, TCP-1 outperformed TCP-2 and

Of the experiments given in Section 3 that coincide with TCP-6.

those given by Bjorkman and Gunningberg on the Sequent,
we observed similar trends but relatively lower speedups. e On all platforms, UDP send-side scaled well, and TCP
Drawing conclusions based on comparing speedups be- scaled poorly.

tween two largely different architectures would most likely

be inappropriate. Still, we were curious as to the differ- ® On all platforms, the fastest machine had the highest
ences that hardware made, since the Sequent used in their throughput for a particular test.

experiments was an older machine. Although we could not
compare our results with theirs directly, we thought it would
be illustrative to run our code on older hardware. To this
end, we ran the same experiments on a Power Series, the

previous generation Silicon Graphics multiprocessor, with e The two Challenge machines exhibited the receive-

four 33 MHz MIPS R3000’s. We also ran our experiments side drop in throughput at 2 processors, but the Power
on a faster version of our machine, a four-processor Chal-  Series did not. In particular, UDP receive-side perfor-

lenge using 150 MHz R4400’s. In all cases, the machines  mance scales on the Power Series as far as could be
ran version 5.2 of the IRIX operating system. In these ad- observed, namely up to four processors.
ditional tests, we did not have exclusive access to the other
machines, and so were not able to isolate them as carefully The last item is perhaps the most interesting. Without
as with our Challenge experiments. However, we did runmore detailed information, we cannot assert any explana-
all our tests with minimal other activity on the systems, andtions for the behavior. We do note though, that the Power
the width of the confidence intervals on these graphs shov8eries performs locking using a separate dedicated synchro-
that variance is low. nization bus, similar to the Sequent. The Challenge, how-
Examples of the architectural comparisons are given irever, uses memory to synchronize, relying on the coherency
Figures 17 and 18, which show receive-side throughput angrotocol and the load-linked/store-conditional instructions
speedup respectively for TCP on the three platforms. Spad®]. Given that Bjorkman and Gunningberg did not observe

e Speedup was consistently best on the Power Series
(the oldest machine) and about the same on the two
Challenge platforms.



the receive-side drop for their UDP receive side tests on the These results indicate that packet-level parallelism is es-
Sequent, we suspect that the difference in synchronizatiopecially beneficial for connectionless protocols, but that
may be the cause of the anomaly. We are pursuing furthezonnection-oriented protocols will have limited benefits in
studies along these dimensions. speedup within a single connection. Applications will need
Finally, the 100 MHz Challenge uniprocessor through-to use multiple connections to obtain parallel performance
puts are roughly 25 to 50 percent better than those of thaith connection-oriented protocols, which means they must
33MHz Power Series. This is surprising, given that themanage order between connections. Due to time and space
formerhas a three times faster clock cycle, on-chip cachesgonstraints, we have only been able to briefly address mul-
and larger secondary caches. This is only one architecturdiple connections in this paper. We plan to examine issues
comparison, with different generations of both the MIPSinvolving multiple connections more in-depth, and to ex-
architecture and multiprocessor interconnects. Still, it sugamine another strategy of parallelizing protocols involving
gests that network protocol processing speed may not beonnection-level parallelism.
improving as fast as application performance, which agrees
with the operating system trends shown in [3, 24]. We pla

n
to investigate this further. Acknowledgements
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