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Abstract studies have examined the memory reference behavior of appli-
cation code, and recently work has appeared studying the cache

In this paper we present a performance study of memory referencebehavior of operating systems. However, little work has been done

behavior in network protocol processing, using an Internet-based to date exploring the impact of memory reference behavior on net-

protocol stack implemented in thekernel running in user space on ~ work protocols. As networks become ubiqguitous, it is important to

a MIPS R4400-based Silicon Graphics machine. We use the pro-understand the interaction of network protocol software and com-

tocols to drive a validated execution-driven architectural simulator puter hardware. Thus, rather than examining an application suite

of our machine. We characterize the behavior of network protocol such as the SPEC 95 benchmarks, the workload that we study is

processing, deriving statistics such as cache miss rates and pernetwork protocol software.

centage of time spent waiting for memory. We also determine how We wish to address the following research issues:

sensitive protocol processing is to the architectural environment,

varying factors such as cache size and associativity, and predict o Wwhat is the memory reference behavior of network protocol

performance on future machines. code? What are the cache hit rates? How much time is spent

We show that network protocol cache behavior varies widely, waiting for memory?

with miss rates ranging from 0 to 28 percent, depending on the

scenario. We find instruction cache behavior has the greatest effect

on protocol latency under most cases, and that cold cache behavior

is very different from warm cache behavior. We demonstrate the ¢ How sensitive are network protoco|s to the cache Organiza_

upper bounds on performance that can be expected by improving tion? How do factors such as cache size and associativity

memory behavior, and the impact of features such as associativity affect performance?

and larger cache sizes. In particular, we find that TCP is more

sensitive to cache behavior than UDP, gaining larger benefits from @ What kind of impact will future architectural trends have on

improved associativity and bigger caches. We predict that network network protocol performance?

protocols will scale well with CPU speeds in the future.

¢ Which has a more significantimpact on performance, instruc-
tion references or data references?

We useexecution-driversimulation to answer these questions,
by using an actual network protocol implementation that we run
both on a real system and on a simulator. We have constructed a
simulator for our MIPS R4400-based Silicon Graphics machines,
Cache behavior is a central issue in contemporary computer systemand taken great effort taalidateour simulator, i.e., to ensure that
performance. The large gap between CPU and memory speeds ist models the performance costs of our platform accurately. We use
well-known, and is expected to continue for the forseeable future the simulator to analyze a suite of Internet-based protocol stacks
[17]. Cache memorieare used to bridge this gap, and multiple lev-  jmplemented in the-kernel [20], which we ported to user space on
els of cache memories are typical in contemporary systems. Many our SGI machine. We characterize the behavior of network protocol

*This research supported in part by NSF under grant NCR-9206908, and by ARPA Processing, deriving statistics such as cache miss rates, instruction
under contract F19628-92-C-0089. Erich Nahum was supported by a Computer Mea- USe, and percentage of time spent waiting for memory. We also
surement Group Fellowship and is currently with the IBM T.J. Watson Research Center. determine how sensitive protoco| processing is to the architectural

David Yate_s was the rec!plentofaMotoro!a quex University Rartnershlpln Research environment, varying factors such as cache size and associativity,
Grant and is currently with the Boston University Computer Science Department. . .
and we predict performance on future machines.

1 Introduction
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We show that network protocol software is very sensitive to
cache behavior, and quantify this sensitivity in terms of perfor-
mance under various conditions. We find that protocol memory
reference behavior varies widely, and that instruction cache behav-
ior has the greatest effect on protocol latency in most cases. We
present the upper bounds on performance improvements that can
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be expected by improving memory behavior, and the impact of fea-
tures, such as associativity and larger cache sizes, on performance.
In particular, we find that TCP is more sensitive to cache behavior
than UDP, gaining larger benefits from improved associativity and Instr Data
bigger caches. We predict that network protocol performance will Main Network
scale with CPU speed over time. Memory I/O Board

The remainder of this paper is organized as follows: In Section 2 Unified
we describe our experimental environment in detail, including pro-
tocols and the execution-driven simulator. In Section 3 we present a
baseline cache memory analysis of a set of network protocol stacks.
In Section 4 we show how sensitive network protocols are to ar-
chitectural features such as cache size and associativity. In Section
5 we give an example of improving instruction cache behavior. In
Section 6 we outline related work. In Section 7 we summarize our
conclusions and discuss possible future work.

CPU

Memory Bus

Figure 1: Machine Organization
2 Experimental Infrastructure
machine. The R4400 has separate 16 KB direct-mapped on-chip
In this section we describe our architectural simulator, network first level instruction and data caches with a line size of 16 bytes.
protocol workload, experimental methodology, and validation of Our SGI machine also has a 1 MB second-level direct-mapped on-
the simulator for the workload. board unified cache with a line size of 128 bytes.

The simulator captures the cost of the important performance
characteristics of the SGI platform. It supports multiple levels of
cache hierarchy, including the inclusion property for multi-level
In order to investigate the memory reference behavior of network caches [1], and models the aspects of the MIPS R4400 processor
protocols, we have designed and implemented an architectural sim-that have a statistically significant impact on performance, such
ulator for our Silicon Graphics machine. We use this simulator to @S branch delays and load delay pipeline interlocks. It does not,
understand the performance costs of our network protocol stacks, however, capture translation lookaside bufffer (TLB) behaior

2.1 Architectural Simulator

and to guide us in identifying and reducing bottlenecks. The pri- As mentioned earlier, we use our simulator to evaluate the cache
mary goal of the simulator has beenaocuratelymodel CPU and memory behavior of network protocols. We now present the proto-
memory costs for the SGI architecture. cols and test environment that we use. Validation results are given

Our architectural simulator is builtusing MINT [38], a toolkitfor ~ in Section 2.3.
implementing multiprocessor memory reference simulators. MINT
interprets a compiled binary directly and executes it, albeit much 2 2  Network Protocol Workload
more slowly than if the binary was run on the native machine. This
process is callediirect execution MINT is designed to simulate  The network protocol stacks we consider in this paper are imple-
MIPS-based multiprocessors, such as our SGI machines, and hasnented in thex-kernel [20], an environment for quickly developing
support for the multiprocessor features of IRIX. Unlike some other efficient network protocol software. Unfortunately, we did not have
simulators, it does not require all source for the application to be access to the source code of the IRIX operating system that runs
available, and does not require changing the application for use in on our Silicon Graphics machines. Our stack is thus a user-space
the simulator. This means the exact same binary is used on both theimplementation of thex-kernel that we ported to the SGI platform.

actual machine and in the simulator. The code is the uniprocessor base for two different multiprocessor
A simulator built using MINT consists of 2 components: a front  versions of thec-kernel [30, 39].
end, provided by MINT, which handles the interpretation and ex- The protocols we examine are from the core TCP/IP suite, those

ecution of the binary, and a back-end, supplied by the user, that used in typical Internet scenarios. The execution paths we study are
maintains the state of the cache and provides the timing proper- those that would be seen along the common case or “fast path” dur-
ties that are used to emulate a target architecture. The front end ising data transfer of an application. We do not examine connection

typically called atrace generator and the back end &ace con- setup or teardown; in these experiments, connections are already
sumer On each memory reference, the front end invokes the back established.

end, passing the appropriate memory address. Based on itsintemal  1¢p i the Transmission Control Protocol used by Internet ap-
state, the back end returns a value to the front end telling it whether pjications that require reliable service, such as file transfer, remote
to continue (for example, ona cache hit) or to stall (on a cache miss). 4in and HTTP. It provides a connection-oriented service with reli-

We have designed and implemented a back end for use with MINT 416 in-order data delivery, recovers from loss, error, or duplication,
to construct a uniprocessor simulator for our 100 MHz R4400-based

SGI Challenge. Figure 1 shows the memory organization for this ! An earlier version did model the TLB, but we found that the impact on accuracy for
this workload was negligible, and that the execution time of the simulator was tripled.




FDDI). The simulated driver uses the socket interface to emulate a
network device, crossing the user-kernel boundary on every packet.
Since we wish to measure only our protocol processing software,
we replaced the simulated driver with in-memory device drivers
| for both the TCP and UDP protocol stacks, in order to avoid this
socket-crossing cost. The drivers emulate a high-speed FDDI inter-
TCP face, and support the FDDI maximum transmission unit (MTU) of
slightly over 4K bytes. This approach is similar to those taken in
| [4, 16, 34].
In addition to emulating the actual hardware drivers, the in-
DATA P ACKS memory drivers also simulate the behavior of a peer entity that
FLOW would be at the remote end of a connection. That is, the drivers act
| as senders or receivers, producing or consuming packets as quickly
as possible, to simulate the behavior of simplex data transfer over an
error-free network. To minimize execution time and experimental
perturbation, the receive-side drivers use pre-constructed packet
templates, and do not calculate TCP or UDP checksums. Instead, in
| experiments thatuse a simulated sender, checksums are calculated at
the transport layer, but the results are ignored, and assumed correct.

THROUGHPUT
TEST

FDDI

SIM-TCP-RECV Figure 2 shows a sample protocol stack, in this case a send side

TCP/IP configuration. In this example, a simulated TCP receiver
sits below the FDDI layer. The simulated TCP receiver gener-
ates acknowledgment packets for packets sent by the TCP protocol
Figure 2: TCP Send-Side Configuration above. The driver acknowledges every other packet, thus mimic-
king the behavior of Net/2 TCP when communicating with itself
and has built in flow control and congestion control mechanisms. as a peer. Since spawning a thread is expensive in user space in
UDP is a connectionless datagram transport protocol that provides IRIX, the driver "borrows" the stack of a calling thread to send an
little beyond simple multiplexing and demultiplexing; it does not acknowledgment back up.
make guarantees aboutordering, error control, or flow control. IPis  The TCP receive-side driver (i.e., simulated TCP sender) pro-
the network-layer protocol that performs routing of messages over qces packets in-order for consumption by the actual TCP receiver,
the Internet. FDDI is the Fiber Distributed Data Interface, a 100 5n4 flow-controls itself appropriately using the acknowledgments

Mbit fiber-optic token-ring based LAN protocol. and window information returned by the TCP receiver. Both simu-
Our TCP implementation is based upon th&ernel's adapta- lated TCP drivers also perform their respective roles in setting up a

tion of the Berkeley Tahoe release, which we also updated to be connection.

compliant with the BSD Net/2 [24] software. In addition to adding Our test environment is meant to measure protocol processing

header prediction, this involved updating the congestion controland time in the network subsystem on the host; it does not measure
timer mechanisms, as well as reordering code in the send side t0gyternal factors such as latency across the wire to a remote host, or
test for the most frequent scenarios first [21]n addition, the code the effects of network congestion. One of our main performance
has some BSD 4.4 fixes, but none of the RFC1323 extensions [7]. metrics idatency In our experiments, we define latency astital
Checksumming has been identified as a potential performance processing timeequired for the network protocol code. Latency is
issue in TCP/UDP implementations. Certain network interfaces, the total time betweenwhen a packet is sent at the top of the protocol
such as SGI's FDDI boards, have hardware support for calculating stack and when the send functionreturns. It thus includes procedure
checksums that effectively eliminate the checksum performance call return time from after a packet is delivered to a device. In our
overhead. However, not all devices have this hardware support. experiments, the reported times for latencies are the average of ten
To capture both scenarios, we run experiments with checksumming runs, where each run in turn measures the average latency observed
on and off, to emulate checksums being calculated in software and over a 5 second sampling interval after a 5 second warmup. During
hardware, respectively. For our software checksum experiments, these intervals, other processing can occasionally occur, such as the
the checksum code we use is the fastest available portable algorithmx-kernel's periodic event manager which runs every 50 milliseconds,
that we are aware of, which is from UCSD [23]. or the TCP 200 millisecond fast timer. However, we have observed
Since our platform runs in user space, accessing the FDDI adap-the times for these other events to be statistically insignificantin our
tor involves crossing the IRIX socket layer and the user/kernel €Xperiments.
boundary, which is prohibitively expensive. Normally, in a user-
space implementation of thekernel, a simulated device driver 2.3 validating the Simulator
is configured below the media access control layer (in this case,

In order to validate the performance accuracy of the simulator, a

2We use 32 bits for the flow-control windows; see [30] for more details. .
0] number of benchmarks were run on both the real and simulated ma-
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Figure 3: Actual Read Latencies Figure 4: Simulated Read Latencies

Layerin Read | Write Benchmark Simulated| Real | Error (%)

Hierarchy time | time TCP Send Cksum Off 76.63| 78.58 -2.48

L1 Cache 0 0 TCP Send Cksum On 147.84| 146.66 0.81

L2 Cache 11 11 UDP Send Cksum Offi 18.43| 15.97 15.40

Challenge Bus 141 147 UDP Send Cksum On 71.99| 70.30 241

TCP Recv Cksum Off 58.06| 62.65 -7.33

Table 1: Read and write times in cycles TCP Recv Cksum On 190.47| 198.39 -3.99

UDP Recv Cksum Off 33.80| 32.84 2.95

UDP Recv Cksum On 161.78| 158.84 1.85

chines. We used the memory striding benchmarks from LMBench Average Error 4.65

[25] to measure the cache hit and miss latencies for all three levels
of the memory hierarchy: L1, L2, and main memory. Table 1 lists
the cycle times to read and write the caches on the 100MHz SGI
Challenge. Figure 3 shows the LMBench read memory access time
as a function of the area walked by the stride benchmark, as run onrun on the simulator for the same machine. As can be seen, the
our 100 MHz R4400 SGI Challenge. We call this grapmam- simulator models the cache memory behavior very closely.

ory signature The memory signature illustrates the access times  While reassuring, these memory micro-benchmarks do not stress
of the first level cache, the second-level cache, and main memory. other overheads such as instruction costs. What we are most inter-
When the area walked by the benchmark fits within the first level ested in is how accurate our simulator is on our Work|0ad, name|y’

cache (i.e., is 16 KB or less), reading a byte in the area results in a network protocol processing. Table 2 presents a set of protocol pro-
first-level cache hit and takes 20 nanoseconds. When the area fitscessing benchmarks, with their corresponding real and simulated
within the second level cache (i.e., is between 16 KB and 1 MB in |atencies in microseconds, and the relative error. Error is defined as
size), reading a byte results in a second-level cache hit and takes
134 nanoseconds. If the area is larger than 1 MB, main memory is

accessed, and the time to read a byte is 1440 nanoseconds. Note
that the scales in Figure 3 are logarithmic on both the x and y axes.

Table 2: Macro benchmark timeggec) and relative error

(Stmulated Value — Real Value) 10

Real Value 0

Error =

A negative error means the simulatonderestimateshe real
time; a positive value means dverestimateshe real time. The
averageerror is calculated as the mean of the absolute values of the
individualerrors. Thisis to prevent positive and negative individual
values from canceling each other out. Note the average erroris under
5 percent, with the worst case error being about 15 percent. We are

These memory latency measurements in turn gave us values
with which to parameterize the architectural simulator. The same
memory stride programs were then run in the simulator, to ensure
that the simulated numbers agreed with those from the real system.
Figure 4 shows the memory signature of the same binary being

4



| Bl Vemory Time W cruTime Protocol Level 1| Level 1| Level 2

200.00 Configuration Instr Data | Unified

' TCP Send Cksum Off| 8.30%| 5.90% | 0.00%

180.00 TCP Send Cksum On| 3.60% | 7.60% | 0.00%

160.00 TCP Recv Cksum Off|  7.00%| 2.80% | 0.00%

140.00- TCP Recv Cksum On| 2.80% | 15.60% | 5.70%

g UDP Send Cksum Offf 4.00% | 0.30% | 6.70%

> 12000 UDP Send Cksum On| 1.10% | 1.10%| 2.50%

> 100.00+ UDP Recv Cksum Offf 4.70% | 1.60% | 2.60%

& 80.00 UDP Recv Cksum On| 1.50% | 17.80% | 9.20%
3 60.00

' Table 3: Cache Miss Rates for Baseline Protocols
40.00
20.00
0.00] j_ the cache levels, while TCP tends to have higher miss rates for the

corresponding experiments, particularly in the data cache on the
send side. Experiments that include checksumming generally show
lower instruction cache miss rates, since the checksum code is an
unrolled loop, and thus exhibits higher temporal and spatial locality.
The checksum code also does a good job of hiding memory latency
since the unrolling allows checksum computation to overlap with
load instructions.
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TCP Send Cksum On
TCP Recv Cksum Off
TCP Recv Cksum On
UDP Send Cksum Off
UDP Send Cksum On
UDP Recv Cksum Off
UDP Recv Cksum On

3.2 Hot vs. Cold Caches

Figure 5: Baseline Protocol Latencies The experiments we have presented thus far have invohad
caches where successive packets benefit from the resulting state
aware of only a very few pieces of work that use trace-driven or left by their predecessors. However, the state of the cache can vary
execution-driven simulation that actually validate their simulators depending on application and operating system behavior. For ex-
[3, 8, 12]. Our accuracy is comparable to theirs. More details about ample, when a packet arrives at an idle machine, it is not certain
the construction and validation of the simulator can be found in Wwhether the network protocol code or data will be cache-resident.
[29]. To examine the impact of the cache state on network protocol per-
formance, we ran additional experiments that measure the extremes

o ) of cache behavior, usingpld cachesndidealized caches
3 Characterization and Analysis . . .
In experiments withcold caches, after processing each packet,

the cache in the simulator is flusteof all contents. Each packet is
thus processed with no locality benefits from the previous packet.
Cold cache experiments thus measure the potential worst-case mem-
ory behavior of protocol processing.

In this section, we present our characterization and analysis of mem-
ory reference behavior of network protocols under a number of
different conditions.

] ] In experiments withdealizedcaches, the assumption is made
3.1 Baseline Memory Analysis that all references to the level 1 caches i.e., no gap between
memory and CPU speeds exists. However, the processor model
remains the same, as described in Section 2.1. The idealized cache
experiments thus give us an unrealizable best-case behavior, and
provide upper bounds on performance when focusing solely on the
memory behavior of network protocols.

We begin by determining the contribution to packet latency that is
due to waiting for memory. Our baseline latencies are produced
by executing the core suite of protocols on the architectural sim-
ulator, examining TCP and UDP, send and receive side, and with
checksumming on and off. Figure 5 shows the latencies in mi- o
croseconds, distinguishing time spent in computation (CPU time) Table 4 presents a sample of results, in this case for the UDP and
from time spent waiting for memory (memory time). Table 3 lists TCP send sides with and without checksumming. In general, we

the corresponding cache miss rates for the L1 instruction cache, L1 00Serve a factor of 5 to 6 increase in latency between experiments
data cache, and L2 unified cache for each configuration. with hot caches and those with cold caches. Our experiments using

UDP exhibit an increase by a factor of 6, which is even more drastic
than the increase measured by Salehal. [33], who observed a

slowdown by a factor of 4 when coercing cold-cache behavior with
UDP withoutchecksumming. In experiments using TCP, which they

Studying the data in more detail, we see that all the configu-
rations spend time waiting for memory, ranging from 16 to nearly
57 percent. TCP generally spends a larger fraction of time than
UDP waiting for memory, and receivers are slightly more memory
bound than senders. UDP generally exhibits low miss rates for all ~ *This flush takes 0 cycles of simulated time.
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Protocol Configuratior] Cold | Hot [ Ideal B case [ ocache [ rcache [ ideal
TCP Send Cksum Off| 375 | 77 42
TCP Send Cksum On| 517 | 147 96

UDP Send Cksum Off| 123 | 18| 12 160
UDP Send Cksum On| 262 | 71 12 140
120

Table 4: Latencies with Cold, Hot, and Idealized Cachese¢)

=
o
o

Protocol Level1 | Level 1| Level 2
Configuration Instr Data | Unified
TCP Send Cksum Off| 20.90% | 18.50% | 21.30%
TCP Send Cksum On| 8.30% | 21.70% | 17.90%
UDP Send Cksum Off 23.10% | 19.90% | 28.60%
UDP Send Cksum O 4.30% | 23.20% | 19.50%

Latency in usec
[e2} e}
? o

N
o
|

N
o
|

¥

Table 5: Cold Cache Miss Rates

did not examine, we see that latencies increase by a smaller factor of
5. This is because TCP exhibits relatively better instruction cache
miss rates than UDP in the cold cache scenario. We believe TCP
exhibits better spatial locality because TCP does more instruction
processing per packet than UDP. For example, the TCP code makes
more frequent use of the message buffer manipulation routines in Figure 6: Send Side Latencies
the x-kernelper-packethan UDP does. This suggests that TCP’s

re-use of the message buffer code along the fast path contributes t0 ; a4 references are fetched normally from the data cache. While
its relatively better i-cache behavior. neither of these simulators represents an attainable machine, they do
We also saw that cold cache experiments using checksumming provide a way of distinguishing instruction costs from data costs,
did not suffer as much relative slowdown compared with the hot and yield insight into where network protocol developers should
cache equivalents as those experiments that did not use checksumfocus their efforts for the greatest benefit.
ming. Thiswas due to b_et'Ferlnstrugtlon cache behavior, againsince |, 4y of our experiments, the raw number of instruction ref-
the checksum code exhibits both high temporal and spatial locality. o ances exceeds that of data references. In general, tests without
Table 5 presents the cache miss rates for a sample of cold cachechecksumming exhibit a roughly 2:1 instruction:data ratio, and ex-
experiments. In general, the miss rate goes up by a factor of 2-5. It periments with checksumming had a 3:1 ratio. This is consistent
is interesting to note that despite the initial cold state of the caches, between TCP and UDP, and between the send side and receive side.
miss rates are still under 25 percent. In most of the experiments, instruction references also outweigh
data references in terms of their impact on latency. The exception
is for protocol architectures that copy data where packets are large.
In these experiments, the d-cache was more significant than the
Much of the literature on network protocol performance has i-cache. Figure 6 presents an example of the results, for the TCP
focused on reducing the number of copies, since touching the data@nd UDP send sides. The columns marked ‘D-Cache’ are the times
is expensive [2, 11, 13, 15]. However, this work has not made Using the idealized data cache, and the columns marked ‘I-Cache’
explicit how much of this cost is due tata referenceas opposed ~ contain results using the idealized instruction cache. Our results
to instruction referencesFor example, a copy routine on a RISC  indicate that the performance impact on network protocols of the
platform incurs at least one instruction reference for every data CPU-memory disparity is felt more through instruction references
reference, namely, the instruction that loads or stores a piece of than through data references. This means protocol developers’ ef-
data. We therefore wish to understand which cost has a larger forts are better focused on improving instruction cache behavior
impact on performance: instruction references or data references. than data cache behavior.
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UDP Send Cksum Off

TCP Send Cksum On
UDP Send Cksum On

3.3 Instructions vs. Data

To test which type of references is more significant, we imple-
mented two additional simulators. The first wasideal d-cache 4 Architectural Sensitivity
simulator, where data references always hitin the L1 data cache, but
instructions are fetched normally from the instruction cache; thus, |n this section we explore architectural variations in several dimen-
there are no data cache misses. The second was a complementanyions, in order to determine how sensitive our protocol performance
ideal i-cachesimulator, where there are no instruction cache misses, s to the memory system configuration, and to determine how proto-
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Figure 8: TCP Send Side Latency with Larger Caches

Level 1| Level 1| Level 1| Level 2
Cache Size Instr Data | Unified
8KB | 14.40%| 7.10%| 0.00%

16 KB | 8.30%| 5.90%| 0.00%
32KB | 4.10%| 1.90%| 0.00%
64KB | 1.90%| 1.50%| 0.00%
128 KB | 0.20%| 0.80% | 0.00%

TCP Send Cksum Off
TCP Send Cksum On
TCP Recv Cksum Off
TCP Recv Cksum On
UDP Send Cksum Off
UDP Send Cksum On
UDP Recv Cksum Off
UDP Recv Cksum On

Table 6: Miss Rates vs. Cache Size (TCP Send, Cksum Off)
Figure 7: Latencies with Increasing Cache Size

col performance might be expected to change with the introduction SiZ&, again distinguishing between CPU time and memory time.
of new architectures. We can see that the reduction in latency is due to less time spent

waiting for memory. Table 6 presents the corresponding cache miss
) rates. We observe that both the instruction and data cache miss rates
4.1 Increased Cache Size improve as the size increases to 128 KB, but that the change in the

. . L . . instruction cache miss rate is more dramatic.
One trend in emerging processors is increasing transistor counts,

which has led to increasing on-chip cache sizes. For example, the

MIPS R10000 has 32 KB on-chip caches. As we described earlier, 4.2 Increased Cache Associativity

our SGI platform has 16 KB first level caches. While in certain ) ) )

cases (typically the UDP experiments), this cache size producesAS mentioned earlier, the block placement algorithm for the caches
reasonable miss rates, it is useful to see how sensitive network In our SGI machine is direct-mapped, both for the first and second
protocol performance is to the size of the cache. Larger caches, !€Vels. This means that an item loaded into the cache can only be
for example, may allow the entire working set of the protocol stack placed |nt9 asingle Iocat_lon, usually based on a subset of its V|r_tual
to fit completely in the cache. To evaluate how sensitive network 2ddress bits. If two *hot” items happen to map to the same location,
protocol performance is to cache size, we ran a set of experimentsthe cache will thrash pathologically. In contrast, TLBs and virtual

varying the firstlevel cache sizes from 8 KB up to 128 KB in powers Memory systems are usually fully associative. Cache memories
of two. The level 2 unified cache was left at 1 MB. have historically been direct mapped because adding associativity
. . i . hastended to increase the critical path length and thus increase cycle
Flg_ure 7 pres_ents the IatenC|e_s for our protocol conflgur_atlons as e [18]. While many RISC machines today have direct-mapped
afunction of the firstlevel cache size. We can observe that |ncrea§9don_chip caches, emerging machines, such as the MIPS R10000, are
cache size res_ults in reduced latency, and _that TCPis mort_a Sens't_'vestarting to have 2 way set-associative on-chip caches.
to the cache size than UDP. The largest gains comes from increasing } ) . o
the level 1 cache sizes up to 32 KB, with diminishingimprovements Itis thus useful to assess the impact of improved associativity
after that. Figure 8 presents an example in detail, showing TCP ©n network protocol performance. To test this, we ran several
send-side latency with checksumming off as a function of cache €XPeriments varying the associativity from 1 to 8 in powers of 2.
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Figure 9: Protocol Latencies with Associativity
present one example of this restructuring in Section 5.
While 8-way set-associative on-chip caches are undisinaluding In contrast, we do not observe any performance gains for UDP

them in our evaluation helps illustrate how memory time is being beyond 2 way set-associativity. This is because with 2-way set-
spent. For example, it allows us to estimate how much of memory associative caches, the UDP stacks achieve very close to a zero miss
time is due to conflicts in the cache rather than capacity problems rate, i.e., they can fit completely within the cache. This shows that
[19]. UDP has fewer conflicts than TCP, and implies that the opportunity

Figure 9 presents the protocol latencies as associativityis varied. for improving UDP cache behavior is smaller than that for TCP.

In these experiments, for simplicity, all caches in the system have
the same associativity, e.g., an experiment marked with 2 indicates4.3 Euture Architectures
that the instruction cache, the data cache, and the level 2 unified
cache all have 2-way set associativity. All other factors are held Given that CPU’s are roughly doubling in performance every 2
constant, i.e., the first-level cache size remains at 16 KB, and the years, we would like to gain an understanding of how future archi-
second-level size remains at 1 MB. We can see that TCP exhibits tectural trends will impact network protocol performance. We have
better latency as associativity isincreased all the way up to 8. Figure seen that both increased associativity and larger cache sizesimprove
10 presents an example in detail, showing TCP send-side latencylatency. However, these previous experiments have held the clock
with checksumming off as a function of set associativity, again speed and miss penalties constant, which ignores two significant
distinguishing between CPU time and memory time. We can see thattrends in computer architecture. First, processor clock speeds are
the reductionin latency is due to a decrease in the time spent waiting increasing, and second, the gap between memory speeds and CPU
for memory. Table 7 presents the corresponding cache miss ratesspeeds is growing.
We see that the data cache achieves close to zero misses with2way 1, gain a better understanding of how network protocol work-
set-associativity, but that the instruction cache miss rates improve |oads might behave on future architectures, we compared the per-
allthe way upto 8-way. This implies that the Berkeley-derived TCP - formance of our stacks on 3 different virtual machines, representing
code has conflicts on the fast path, and that restructuring the code cparacteristics of 1994, 1996, and 1998, respectively. The 1994
for better cache behavior promises performance improvements. Wemachine is our baseline case, described earlier. The 1996 machine
“The PowerPC 620 has 8-way on-chip set-associative caches. has a faster 200 MHz clock and larger on-chip caches with 2 way




[ Machine (year) [ 1994 1996 | 1998 || Protocol Configuration 1994 | 1996 | 1998
T TCr oGt of | Toer| 7ee—aas
ti i:scgg ;i'\fﬁy(KB) 1? 3; 63 HOT UDP Send Cksum Off | 18.43| 6.27| 2.51
L1 Read (cycles) 0 0 0 HOT UDP Send Cksum On 71.97| 30.45| 12.18
oo | 5| o] o COLD TP Sard G of 27538 2477 o0
L2 Cache Si KB 1024 | 1024 | 1024 ) ) )
L> Ase at:\fﬁy( ) Ny i COLD UDP Send Cksum Off 123.81| 83.35| 47.39
L2 Read (cycles) 11 13 16 COLD UDP Send Cksum Or] 262.43| 168.08| 91.30
L2 Write (cycles) 11 13 16 . . .

Table 9: Machine Lat
Memory Read (cycles) 141 | 201| 300 avie achine Latencieg.¢ec)
Memory Write (cycles)| 147 | 275| 400

Protocol Configuration 1994 | 1996 | 1998
HOT TCP Send Cksum Off 257 158| 1.45
HOT TCP Send Cksum On 1.83| 1.29| 1.21
set-associativity. It also has larger miss penalties, the values of HOT UDP Send Cksum Off | 2.24| 1.42| 1.42

Table 8: Machine Characteristics

which we take from the newer SGI IP22 Indigo/2 workstations with HOT UDP Send CksumOn | 1.30| 1.10]| 1.10
a 200 MHz clock. The 1998 machine is an extrapolation of the COLD TCP Send Cksum Offf 12.87 | 16.97 | 23.93
cycle time and latency trends from the 1994 to the 1996 machine. COLD TCP Send CksumOn  6.49| 8.29| 11.41
Table 8 lists the relevant parameters for the 3 machines. COLD UDP Send Cksum Off 16.72| 22.62| 32.28

COLD UDP Send Cksum Or] 4.86| 6.23| 8.48

Table 9 presents the latencies of several protocol configurations
being run on the 3 machines. As can be seen, latencies fall as
CPU’s get faster. However, the more important question is, how
does network protocol processing scale with processor speed? For
that answer, we must normalize by the clock speed and look at using CORD [35].
the cycles per instruction, or CPl. CPI is a standard measure of . . - . .
architectural performance; an idealized architecture will have a CPI (_:_OR_D is a binary re-wrlfﬂng tool that uses proflle-gu_lded cone
of oné. Table 10 shows the relative CPI's for the same set of PoSitioning [31] to reorganize executables for better instruction

experiments. In general, we see that the CPI falls as processors ge{;azhe behav!or. An. Or'ggnil e>_<ecutz:1jb|e I?I runht_hLough P(;X'e [36]
faster. This is because the workload starts to fit within the caches '© deteérmine its run time behaviorand profile which procedures are

and run at essentially the processor speed. Cold cache experimenté,Jsed most frequently. CORD uses this information to re-link the
are also listed in Tables 9 and 10. We see that the penalty for a cold executable 50 that procedures used most frequently are grouped to-
cache becomes even worse on future machines gether. This heuristic approach attempts to minimize the likelihood

that “hot” procedures will conflict in the instruction cache.

Table 10: Machine CPlIs

We ran our suite of network protocol benchmarks through Pixie
and CORD to produce CORDed equivalent executables. Table 11
presents the latencies of both the original and CORDed versions

In this section we examine the ﬂ|p side of hardware-software inter- of the programs. As can be seen, the performance improvements
action: tuning or changing the software to take better advantage of range from 0 to 40 percent.

the hardware.

5 Improving I-Cache Performance with Cord

Table 12 presents the cache miss rates for the CORDed bench-

In this paper, we have advocated techniques that improve in- marks. Comparing these numbers with Table 3, we can see that the
struction cache behavior. Mosbergetral. [27] and Blackwell [5] CORDed executables exhibit instruction cache miss rates that are
provide two examples of how this can be done. Mosbergeal. 20-100 percent lower than those for the original executables. In the
examine several compiler-related approaches to improving protocol case of the UDP send side experiment without checksumming, we

latency. Using a combination of their techniques (outlining, cloning,  see that the rearranged executable achieves 100 percent hit rates in
and path-inlining), they show up to a 40 percentreductionin protocol poth the instruction and data caches! This shows how data refer-
processing times. Blackwell [5] also identifies instruction cache be- ences can be indirectlyimproved by changing instruction references.
havior as an important performance factor using traces of NetBSD. | this case, the changes have removed a conflict in the L2 unified
He proposes a technique for improving processing times for small cache between instructions and data, and subsequently eliminating

messages, by processing batches of packets at each layer so as tgny invalidations to the L1 caches forced by the inclusion property.
maximize instruction cache behavior, and evaluates this technique

via a simulation model of protocol processing. In this Section we
evaluate another technique: improving instruction cache behavior

5 Assuming a single-issue processor.



Jacobson [22] presents a high-performance TCP implementation
that tries to minimize data memory references. He shows that by
combining the packet checksum with the data copy, the checksum
incurs little additional overhead since it is hidden in the memory
latency of the copy. We have measured the cache miss rates of
protocol stacks of a zero-copy protocol stack on a contemporary
RISC-based machine with and without the checksum.

Protocol Original | CORD | Diff
Configuration time (%)
TCP Send Cksum Offf  76.61| 72.61 5
TCP Send Cksum On| 147.80| 148.38 0
TCP Recv Cksum Off 58.04| 54.33 6
TCP Recv Cksum On| 190.42| 186.61 2
UDP Send Cksum Offf  20.92| 12.53| 40

UDP Send Cksum On 77.45| 65.59| 15 M%sberg(_eret al._ [27] examlir|1e severiirlhcompiler-related éip- .
UDP Recv Cksum Offl  33.46| 2703| 19 proaches to improving pr_otoco atency. ey_prese_nt an up _ate
UDP Recv Cksum Onl 160.15| 148.76 7 study qf prqtocol processing on a DEC Alpha, |_nclud|ng a_det_alled
analysis of instruction cache effectiveness. Using a combination of
Table 11: Baseline & CORDed Protocol Latencigséc.) their techniques (outlining, cloning, and path-inlining), they show

up to a 40 percent reduction in protocol processing times.
Rosenblunet al.[32] present an execution-driven simulator that

Protocol Level 11 Level 11| Level 2 executes both application and operating system code. They evalu-
Configuration Instr Data | Unified ate scientific, engineering, and software development workloads on
TCP Send Cksum Off 6.10% | 6.00% | 0.70% their simulator. They conclude that emerging architectural features
TCP Send Cksum Onl 3.10% | 7.60% | 0.80% such as lockup-free caches, speculative execution, and out-of-order
TCP Recv Cksum Offl  4.70% | 2.50% | 1.40% execution will maintain the current imbalance of CPU and memory
TCP Recv Cksum Onl  1.70% | 15.70% | 7.30% speeds on uniprocessors. However, these techniques will not have
UDP Send Cksum Off  0.00% | 0.00% | 22.20% the same effect on shared-memory multiprocessors, and they claim
UDP Send Cksum Onl 0.10% | 1.20% | 7.70% that CPU memory disparities will become even worse on future
UDP Recv Cksum Offf  0.60% | 1.60% | 9.20% multiprocessors. Our workload, in contrast, is network protocol
UDP Recv Cksum Onl 0.20% | 17.80% | 10.80% processing, and we have only examined uniprocessor behavior. Al-
though we cannot evaluate some of the more advanced architectural
Table 12: Cache Miss Rates for CORDed Protocols features that they do, our conclusions about our workload on future

architectures agree with theirs, due to the increased cache sizes and
associativities that are predicted for these machines.

6 Related Work Salehiet al. [33] examine scheduling for parallelized network
protocol processing via a simulation model parameterized by mea-
A number of researchers have addressed related issues in networlsurements of a UDP/IP protocol stack on a shared-memory multi-
protocol performance, involving architecture and memory systems. processor. They find that scheduling for cache affinity can reduce
In this section we outline their results and, as appropriate, relate protocol processing latency and improve throughput. Rather than
their findings to ours. using a model of protocol behavior, we use real protocols to drive
Blackwell [5] also identifies instruction cache behavior as an @ Vvalidated execution-driven simulator. We examine both TCP and
important performance factor using traces of NetBSD on an Alpha. UDP, determine instruction and memory costs, and vary architec-
He proposes a technique for improving processing times for small tural dimensions to determine sensitivity.
messages, by processing batches of packets at each layer so as to Speeret al. [37] describe profile-based optimization (PBO),
maximize instruction cache behavior, and evaluates this technique which uses profiles of previous executions of a program to deter-
via a simulation model of protocol processing. mine how to reorganize code to reduce branch costs and, to a lesser
Clark et al. [10] provide an analysis of TCP processing over- €xtent, reduce cache misses. PBO reorders basic blocks to improve
heads on an Intel i386 architecture circa 1988. Their analysis fo- Dranch prediction accuracy and reorganizes procedures so that most
cuses on protocol-related processing,and does notaddress OS issud&equent call chains are laid out contiguously to reduce instruction
such as buffering and copying data. Their argument is that TCP can cache misses. They show that PBO can improve networking per-
support high bandwidths if implemented efficiently, and that major formance by up to 35 percent on an HP PA-RISC architecture when
sources of overhead are in data-touching operations such as copyingending single-byte packets. Our work, in contrast, separates the
and checksumming. They also note that instruction use of the pro- benefits of branch prediction from instruction reordering, and shows
tocols was essentially unchanged when moving to an unspecified that the latter has at least as much of an effect as the former.
RISC architecture, and that this set is essentially a RISC set. They  Much research has been done supporting high-speed network
also focus on data memory references, assuming that instructionsinterfaces, both in the kernel and in user space [2, 6, 11, 13, 14, 15,
are in the cache. We have also focused on protocol-related issues26]. A common theme throughout this body of work is the desire
but on a contemporary RISC architecture, and have quantified theto reduce the number of data copies as much as possible, as naive
instruction usage. We have examined both instruction and data ref- network protocol implementations can copy packet data as much as
erences, measured cache miss rates for both, and have explored thiéve times. As a consequence, single-copy and even “zero-copy”
range of cache behavior. protocol stacks have been demonstrated [9, 28]. These pieces of
work focus on ‘reducing work’ done during protocol processing,
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namely reducing the number of instructions executed. Our protocol Our results have been obtained on a typical RISC microproces-
stacks emulate zero-copy stacks. Our results not only measuresor. Given the widespread commercial adoption of the Intel x86
the cache miss rates and determine the architectural sensitivity, butarchitecture, a CISC instruction set, it would be interesting to ex-
also distinguish between instruction memory references and dataamine cache behavior and instruction set usage on these platforms.
memory references. We speculate that, given the more compact instruction representa-
tion on CISC machines, the data cache would play a more significant

. role.
7 Conclusions and Future Work

Small scale shared-memory multiprocessors are common server
platforms. Our simulator could be extended to accurately model
multiple processors, and used to evaluate memory system perfor-
mance of network protocols on shared-memory multiprocessors.

In this paper we have examined cache behavior of network proto-
cols. We summarize our findings as follows:

¢ Instruction cache behavior is significantDespite previous
work’s emphasis on reducing data references (for example, Acknowledgments
in ILP), we find that instruction cache behavior has a larger
impact on performance in most scenarios than data cache Amer Diwan, Kathryn McKinley, Eliot Moss, and Jack Veenstra all
behavior. Given the spread of zero-copy architectures, and contributed to discussions about memory systems and simulation.
the fact that average packets are small, the relative importance Special thanks to Jack Veenstra for answering endless questions
of the i-cache behavior should continue to hold. about MINT. Eliot Moss also provided valuable feedback on earlier

. drafts of this paper. Dilip Kandlur, Joe Touch, and the anonymous
e Cold cache performance falls dramaticallyn cases where .
referees contributed useful comments as well.

caches are cold before packet processing, latencies are roughly
6 times longer for UDP and 4 times longer for TCP without
checksumming, and 3.5 times longer for each with check- References

summing.
[1] Jean-Loup Baer and Wen-Hann Wang. On the inclusion property
e Larger caches and increased associativity improve perfor- for multi-level cache hierarchies. IRroceedings 15th International
mance. We also show that TCP is more sensitive to these Symposiumon Computer Architectupages 73-80, Honolulu Hawaii,
factors than UDP. The associativity results demonstrate that June 1988.
many cache misses in network protocols are caused by con- [2] David Banks and Michael Prudence. A high-performance network
flicts in the Cache’ and that associativity can remove most of architecture for a PA-RISC workstatiodEEE Journal on Selected
these misses. Areas in Communicationd1(2):191-202, February 1993.
[3] Robert C. Bedichek. Talisman: Fast and accurate multicomputer sim-
e Future architectures reduce the gap.Network protocols ulation. InProceedings of the ACM Sigmetrics Conference on Mea-
should scale well with clock speed on future machines, except surement and Modeling of Computer Systepsges 14—24, Ottawa,
for one important scenario: when protocols execute out of a Canada, May 1995.
cold cache. [4] Mats Bjorkman and Per Gunningberg. Locking effects in multiproces-

Codel is effective f K &imol i sor implementations of protocols. IACM SIGCOMM Symposium
o Code layoutis effective for networ protogo m_p € compiier- . on Communications Architectures and Protocopmges 74-83, San
based tools such as CORD that do profile-guided code posi- Francisco, CA, September 1993.
tioning are effective on network protocol software, improving

. 5] Trevor Blackwell. Speeding up protocols for small messages. In
performance by up to 40 percent, and reducing network pro- g P g up'p g

ACM SIGCOMM Symposium on Communications Architectures and

tocol software’s demands on the memory system. Protocols Stanford, CA, August 1996.
- . . . . [6] Matthias A. Blumrich, Cezary Dubnicki, Edward W. Felton, Kai Li,

_ These results |nd|ca_te that |nstruct|0n-cache_centrlc optimiza- and Malena R. Mesarina. Virtual-memory mapped interfatE&EE
tions hold the most promise, even though larger primary caches with Micro, 15(1):21-28, February 1995.
smallassc_)matlwtle_s are becoming the norm. They also indicate that [7] D. Borman, R. Braden, and V. Jacobson. TCP extensions for high
efforts to improve i-cache performance of complex protocols such performance. Request for Comments (Proposed Standard) RFC 1323,
as TCP are worthwhile. However, simpler protocols such as UDP Internet Engineering Task Force, May 1992.
and IE pro_bably do not warrant the effort, in that small an‘_lo_unts of [8] Brad Calder, Dirk Grunwald, and Joel Emer. A system level perspec-
associativity and automated tools such as CORD are sufficient. tive on branch architecture performance. Aroceedings of the 28th

For future work, we briefly discuss several possible directions. Annual IEEE/ACM International Symposium on Microarchitecture

. . . ages 199-206, Ann Arbor, MI, November 1995.
There are several important factors in modern computer archi- Pag

tecture that we have not yet examined. Multiple instruction issue, [9] Hsiao-Keng Jerry Chu. Zero copy TCP in Solaris. Rroceedings of
non-blocking caches, and speculative execution are all emerging tlhgeggmmer USENIX Technical Conferencgan Diego, CA, January
in the latest generations of microprocessors. Evaluating network ‘

protocol processing in the presence of these architectural features[10] DavidD. Clark, Van Jacobson, John Romkey, and Howard Salwen. An
remains to be done analysis of TCP processing overhedBEE Communications Maga-

zing 27(6):23-29, June 1989.

11



[11] Chris Dalton, Greg Watson, David Banks, Costas Clamvokis, Aled [29] Erich M. Nahum. Validating an architectural simulator. Technical

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

Edwards, and John Lumley. Afterburn&EEE Network11(2):36—43,
July 1993.

Amer Diwan, David Tarditi, and Eliot Moss. Memory-system perfor-
mance of programs with intensive heap allocatid@M Transactions
on Computer System$3(3):244-273, 1995.

Peter Druschel, Larry Peterson, and Bruce Davie. Experiences with
a high-speed network adaptor: A software perspectivéd@M SIG-
COMM Symposium on Communications Architectures and Protgcols
London, England, August 1994.

Peter Druschel and Larry L. Peterson. Fbufs: A high-bandwidth cross-
domain transfer facility. IfProceedings of the Fourteenth ACM Sym-
posium on Operating Systems Principlggmges 189-202, Asheville,
NC, Dec 1993.

Aled Edwards and Steve Muir. Experiences implementing a high-
performance TCP in user space. AGM SIGCOMM Symposium on
Communications Architectures and Protocopsages 196-205, Cam-
bridge, MA, August 1995.

Murray W. Goldberg, Gerald W. Neufeld, and Mabo R. Ito. A
parallel approach to OSI connection-oriented protocdikird IFIP
WG6.1/WG6.4 International Workshop on Protocols for High-Speed
Networks pages 219-232, May 1993.

John L. Hennessy and David A. Patters@uomputer Architecture: A
Quantitative Approach (2nd Edition)Morgan Kaufmann Publishers
Inc., San Francisco, CA, 1995.

Mark D. Hill. A case for direct mapped cache$EEE Computer
21(12):24-40, December 1988.

Mark D. Hill and Alan J. Smith. Evaluating associativity in CPU
caches. IEEE Transactions on Computer88(12):1612-1630, De-
cember 1989.

Norman C. Hutchinson and Larry L. Peterson. The x-Kernel: An
architecture for implementing network protocol&EEE Transactions
on Software Engineerind 7(1):64-76, January 1991.

Van Jacobson. Efficient protocol implementationAGM SIGCOMM
1990 Tutorial NotesPhiladelphia, PA, September 1990.

Van Jacobson. A high performance TCP/IP implementationNRi
Gigabit TCP WorkshofReston, VA, March 1993.

Jonathan Kay and Joseph Pasquale. Measurement, analysis, and im-
provement of UDP/IP throughput for the DECStation 5000JBENIX
Winter 1993 Technical Conferencpages 249-258, San Diego, CA,
1993.

S. J. Leffler, M.K. McKusick, M.J. Karels, and J.S. Quarternigine
Design and Implementation of the 4.3BSD UNIX Operating System
Addison-Wesley, 1989.

Larry McVoy and Carl Staelin. LMBENCH: Portable tools for per-
formance analysis. IUSENIX Technical Conference of UNIX and
Advanced Computing Systengan Diego, CA, January 1996.

Ron Minnich, Dan Burns, and Frank Hady. The memory-integrated
network interfacelEEE Micro, 15(1):11-20, February 1995.

David Mosberger, Larry L. Peterson, Patrick G. Bridges, and Sean O’-
Malley. Analysis of techniquesto improve protocol processing latency.
In ACM SIGCOMM Symposium on Communications Architecturesand
Protocols Stanford, CA, August 1996.

B.J. Murphy, S. Zeadally, and C.J. Adams. An analysis of process and
memory models to support high-speed networking in a UNIX environ-
ment. InProceedings of the Winter USENIX Technical Conference
San Diego, CA, January 1996.

12

(30]

(31]

(32

(33]

[34]

[35]
(36]

(37

(38]

[39]

Report 96-40, Department of Computer Science, University of Mass-
achusettsit Amherst, September 1996.

Erich M. Nahum, David J. Yates, James F. Kurose, and Don Towsley.
Performance issues in parallelized network protocol§&itst USENIX
Symposium on Operating Systems Design and Implementatages
125-137, Monterey, CA, November 1994.

Karl Pettis and Robert C. Hansen. Profile guided code positioning. In
ACM SIGPLAN ‘90 Conference on Programming Language Design
and Implementation (PLD])pages 16-27, White Plains, NY, June
1990.

Mendel Rosenblum, Edouard Bugnion, Stephen A. Herrod, Emmett
Witchell, and Anoop Gupta. The impact of computer architecture on
operating system performance. Pnoceedings of the Fifteenth ACM
Symposium on Operating Systems Principl€opper Canyon, CO,
December 1995.

James D. Salehi, James F. Kurose, and Don Towsley. The effective-
ness of affinity-based scheduling in multiprocessor network protocol
processing.|[EEE/ACM Transactions on Networking(4):516-530,
August 1996.

Douglas C. Schmidt and Tatsuya Suda. Measuring the performance
of parallel message-based process architecturdaroceedings of the
Conference on Computer Communications (IEEE InfogoBgston,

MA, April 1995.

Silicon Graphics Inc. Cord manual page, IRIX 5.3.

Michael D. Smith. Tracing with Pixie. Technical report, Center for
Integrated Systems, Stanford University, Stanford, CA, April 1991.

Steven E. Speer, Rajiv Kumar, and Craig Partridge. Improving UNIX
kernel performance using profile based optimizatiorRioceedings of
the Winter 1994 USENIX Conferengeages 181-188, San Francisco,
CA, January 1994.

Jack E. Veenstra and Robert J. Fowler. MINT: A front end for effi-
cient simulation of shared-memory multiprocessors.Pmceedings
2nd International Workshop on Modeling, Analysis, and Simulation
of Computer and Telecommunication Systems (MASCJ@&ham,
NC, January 1994.

David J. Yates, Erich M. Nahum, James F. Kurose, and Don Towsley.
Networking support for large scale multiprocessor serverPrbateed-
ings of the ACM Sigmetrics Conference on Measurementand Modeling
of Computer SystemPBhiladelphia, Pennsylvania, May 1996.



