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Abstract—Imperfect test outcomes, due to factors such as un-
reliable sensors, electromagnetic interference, and environmental
conditions, manifest themselves as missed detections and false
alarms. This paper develops near-optimal algorithms for dynamic
multiple fault diagnosis (DMFD) problems in the presence of
imperfect test outcomes. The DMFD problem is to determine
the most likely evolution of component states, the one that best
explains the observed test outcomes. Here, we discuss four for-
mulations of the DMFD problem. These include the deterministic
situation corresponding to perfectly observed coupled Markov
decision processes to several partially observed factorial hidden
Markov models ranging from the case where the imperfect test
outcomes are functions of tests only to the case where the test
outcomes are functions of faults and tests, as well as the case
where the false alarms are associated with the nominal (fault
free) case only. All these formulations are intractable NP-hard
combinatorial optimization problems. Our solution scheme can
be viewed as a two-level coordinated solution framework for
the DMFD problem. At the top (coordination) level, we update
the Lagrange multipliers (coordination variables, dual variables)
using the subgradient method. At the bottom level, we use a
dynamic programming technique (specifically, the Viterbi decod-
ing or Max-sum algorithm) to solve each of the subproblems,
one for each component state sequence. The key advantage of
our approach is that it provides an approximate duality gap,
which is a measure of the suboptimality of the DMFD solution.
Computational results on real-world problems are presented. A
detailed performance analysis of the proposed algorithm is also
discussed.

Index Terms—Dynamic faults, hidden Markov models, imper-
fect tests, intermittent faults, multiple fault diagnosis.
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I. INTRODUCTION

NLINE vehicle health monitoring and fault diagnosis is

essential to improve the vehicle availability via condition-
based and opportunistic maintenance, and to reduce main-
tenance and operational costs by seamlessly integrating the
onboard and offline diagnosis, thereby reducing troubleshoot-
ing time. During online (dynamic) fault diagnosis, the test out-
comes are obtained over time as compared to static fault
diagnosis where the observed test outcomes are available as a
block. Online vehicle health monitoring heavily relies on the ex-
tensive processing of data in real time, which is made possible
by smart onboard sensors. Using these intelligent sensors, the
system parameters that are essential to vehicle fault diagnosis
can be transmitted to an onboard diagnostic inference engine.

A significant technical challenge in onboard vehicle health
monitoring is the quality of tests. Generally, the tests are im-
perfect due to unreliable sensors, electromagnetic interference,
environmental conditions, or aliasing inherent in the signature
analysis of onboard tests. The onboard tests can be symptoms,
manifestations, alarms, or residuals generated from sensor data
using trending, range checking, dynamic thresholding, etc. The
imperfect tests introduce additional elements of uncertainty into
the diagnostic process: The pass outcome of a test does not
guarantee the integrity of components under test because the
test may have missed a fault; on the other hand, a fail outcome
of a test does not mean that one or more of the implicated
components are faulty because the test outcome may have been
a false alarm. Hence, it is desired that an onboard diagnostic
algorithm should be able to accommodate missed detections
and false alarms in test outcomes. The performance of onboard
diagnosis can be improved by incorporating the knowledge of
reliabilities of tests and by incorporating temporal correlations
of test outcomes.

The hidden Markov model (HMM) is a natural choice here
to represent the individual component states of the system. The
HMM is a doubly embedded stochastic process with an un-
derlying unobservable (hidden) stochastic process (individual
component state evolution), which can be observed through
another set of stochastic processes (i.e., uncertain test outcome
sequences). The individual component state HMMs are coupled
through the observation process. Consequently, the fault diag-
nosis problem corresponds to a factorial HMM (FHMM), where
each HMM characterizes the individual component states of the
system. The sequence of uncertain test outcomes are probabilis-
tic functions of the underlying Markov chains characterizing
the evolution of system states. In this paper, we investigate the
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Fig. 12. Boxplots of C'I and F'I for engine simulator system.

100

9r

98r

971

9%

Correct isolation rate
T T
S ——

951 : .

941 ]

—— Intermittent
-0 -Permanent
A--Highly Intermittent

931

92y 5 10 15 20 25 30

Window size

CI for various fault behaviors.

7f ) ' ]
: —— Intermittent

: -0~ Permanent
6 : a.. Highly Intermittent

False isolation rate

0 L .1. L I
0 5 10 15 20 25 30
Window size
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results demonstrate that our algorithm achieves a high isolation
rate as compared to the DSA method. The latter provides better
primal function value as compared to the subgradient method.
In this paper, we assumed that the DMFD model parameters
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are known and that faults evolve independently and are coupled
through the test outcomes via the diagnostic matrix (D-matrix).
In our future work, we will implement techniques to learn
the DMFD model parameters from the observed test outcome
sequences and relax the independence assumption to solve the
DMFD problem when faults are dependent. Coupled HMMs
offer a promising platform for the solution of the dependent
fault problem [19]. We will also focus on improving the primal
solution using a soft Viterbi algorithm.

APPENDIX I
SOLVING SUBPROBLEMS USING VITERBI ALGORITHM

In this Appendix, we discuss the key steps of the Viterbi al-
gorithm which is used to solve each subproblem corresponding
to each component state sequence ;.

Initialization: In this step, the objective function is com-
puted at k£ = 1 for each node (component state). It is assumed
that the initial state z(0) is known for all the component states.
The maximum function value of &; in (24) at time k is denoted
by 0x(z;(k)), and the value of x; where the function value
is maximum is denoted by ¢y (z;(k)). For the binary case,
we have used the notation 0y (0) = d5(z;(k) = 0) and §5(1) =
dr(xi(k) =1). Attime k =1

01 (2i(1)) =& (wi(1), 2:(0), {2;(1)})
= ,ul(l)— Z Clj)\J(l)‘F Z Cz’j xz(]-)

0;€0¢(1) 0;€0,(1)
i(0) + hi(1)zi(1)x;(0)
where z;(0) € {0,1}.

+oi(1)x
Y1 (2i(1)) =0,

Recursion: The recursion step involves maximizing the
objective function at each epoch k.

(60)

Ok (zi(k)) = Z cij + wi(k) p zi(k)
0,60, (k)
— > ad(R)ak)
0;€05 (k)
max [5k—1 (xz(k—l))—kaz(kj)xz(k—l)

z; (k—1)e{0,1}

i(k=1)] (6D
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for2 <k < K;z;(k) € {0,1}

Y (x;(k)) = argmax [dp—1(z;(k — 1)) + o;(k)x;(k — 1)
z;(k—1)€{0,1}
+ hi(k)ai(k)ai(k —1)]. (62)
Termination: This step computes the objective function at
time epoch k = K.

= max {0k (2:(K))]
i (K) = argmax [0x (z;(K))]. (63)

z; (K)e{0,1}

Optimal State Sequence Backtracking: The backtracking
step computes the optimal state sequence by tracing the path
backwards. The optimal state 2 (k) of ith fault at time epoch k
is given by

Similar to the recursion step, we can further simplify termi-
nation and backtracking for the binary case.

APPENDIX II
UPDATING LAGRANGE MULTIPLIERS VIA
SUBGRADIENT METHOD

Lagrange multipliers are updated via
A (k) = max (0, X (k) + B (k)d} (k) (65)

for j € Oy(k) and k € (1, K) where the subgradients dé- (k) at
iteration [ and epoch k are

dj(k) = In (y; (k) = 3 eyai(k) =m;  (66)
i=1
and step size 3'(k) is
L _ =
Bl(k) = —v T(fQ <) (67)
5 (b))’
j:

Lagrange multipliers were initialized at iteration [ = 0 with
values equal to 0.5. Since the optimal dual function value is
not available, it is estimated using the primal feasible solution
Jr and best current dual value Qi using (27) and (28),
respectively. We estimate the optimal dual function as

Nk w(‘]f +Qmin)
@ = 2

(68)
and initial value v = 0.01 is used. If the best current dual value
Qmin does not decrease in the previous 20 iterations of the
subgradient procedure with the current value of v, then v is
reduced by a factor. To improve the subgradient convergence,

we also vary w, which is increased or decreased based on
whether the dual function value is decreasing or not [13].
We used the following stopping criteria for the subgradient
method.

1) Stop if Z]O:fl(dé(k))2 =0 since we cannot define a
suitable step size in this case.

2) Stop if v < 10~* because step sizes become too small.

3) Stop if the number of iterations crossed the maximum
number of iterations, i.e., [ > 100.
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