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From the Editor in Chief...

When Email
Was Good

Robert E. Filman ¢ Research Institute for Advanced Computer Science © filman@computer.org

y email inbox is full of offers to refi-
M nance my mortgage, make cheap long

distance calls, modify my anatomy, and
share in the misappropriated wealth of many chil-
dren of the formerly powerful and now deceased
of Nigeria. I wonder if, in the future, we will look
back fondly on the days when email still worked
— just as some of us remember the golden age of
network newsgroups, when network news was
good for more than information about close-
cover-before-striking training, women with atyp-
ical hobbies, and techniques for cleansing one’s
credit record. The problem is, of course, that even
if 9,994 out of every 10,000 junk emails get
ignored, the return on the other six is enough to
make the entire endeavor profitable.

Social Evolution

I have three sources of hope for the continued use-
fulness of email. The first lies in social evolution.
In the 1920s, Edward Bernays, one of the creative
geniuses of public relations, got considerable
attention by getting women'’s rights marchers to
hold up cigarettes as “torches of freedom.” Rather
than a champion of human rights, Bernays worked
for the American Tobacco Company. His message
was that cigarettes were the cat’s meow, and it
worked: women flocked to smoking.

Nowadays, that little publicity stunt seems
laughable. It takes considerably higher production
values, more expense, and greater cleverness to
avoid having your advertisement channel-surfed.
The public has developed an immunity to adver-
tising and has become more sophisticated about
the quality and motives of commercial speech. We
can only hope that social Darwinism takes us to a
time when everyone who is dumb enough to fall
for a text spiel that claims they personally have
been chosen as a depository of illicit African mil-
lions will already have been fleeced, and that not
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even one in 10,000 such emails will provoke a
response. To be convincing will require an MTV-
quality mpeg, and few children of the formerly
powerful of Nigeria will be able to afford it.

Political Evolution
The second class of solutions is political. For exam-
ple, this morning’s newspaper has a story about the
new “don’t call me” registry for phone solicitors.
(Residents of certain US states can now register with
the government their dislike of certain classes of
phone sales calls, and the government promises to
punish solicitors who pester people on the new reg-
istries; see, for example, https://www.nynocall.com.)
Once enough people register for this list, telemar-
keting will follow the electrical assembly, software,
and customer-service industries overseas. All phone
sales pitches will sport Jamaican accents, out of
reach of US law and aided by the advent of cheap
voice-over-IP telephony. (Internet technologists’
karma is to be the source of their own demons.)
Political solutions to spam include demanding
that advertisements start their subject lines with
“ADV:” (required by several US state laws, though
you may never have seen such a message), charg-
ing for email (even a fraction of a cent apiece would
suffice), or building sufficient accountability into
Internet protocols to make spammers identifiable,
and thus accountable. I'm particularly amused by
Habeas (www.habeas.com), which licenses a certain
copyrighted haiku to emailers. Such emailers
promise not to include the poem in spam, and mail-
filter programs are to understand that emails with
the poem in their headers are not to be spam-fil-
tered. Habeas promises to sue anyone who includes
their copyrighted poetry in spam, entitling Habeas
to share in the sequestered wealth of Africa.

Technological Evolution
I have the most hope, and the most despair, for
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technological solutions. The Internet was a technology developed
for researchers primarily on the basis of trust. There have been some
growing pains, so to speak, since we let the riffraff in.

Spammers have to have your email address before they can spam
you. Sending a message to a newsgroup or signing on to certain free
email accounts is a sure way to attract offers for wonder diets. If you
want your email address on your Web page, you could copy the
spammer’s trick of putting an html comment in its middle, or you
could try to trap email address-searching spiders by providing them
a bottomless pit of bogus addresses at the top of the page (see
http://members.hostedscripts.com/antispam.html for an example). I
have no idea whether current spam spiders are really that dumb.

Once spam is headed your way, you'll likely want to flush it auto-
matically. Content-based filters, such as Spam Assassin (www.
spamassassin.org), represent the state of the art in this area. Such filters
recognize particular words (for example, “Free!!!”) in message headers
and bodies, and cull messages that tickle too many filters. (Thus, you
might have trouble getting this column past some filters.) I find this
reminiscent of the first generation of Internet search tools, which found
text matches in Web page headers and bodies. Such tools inspired less-
than-scrupulous authors to modify their pages to be more enticing to
search engines. Judging from the contents of my mailbox, some spam-
mers employ similar techniques: “Fre<!html-comment>e!!!”.

Paul Graham describes an evolution of the filtering idea, arguing
that Bayesian learning of which words are used in spam is suffi-
cient for building a high-quality filter (www.paulgraham.com/
antispam.html). Like antibodies, this idea attacks the essence of the
spammer’s message, rather than its shifting form. Clearly, this will
push some spammers towards dealing in Kahnian bananas.

Web search tools evolved by being more contextually sensitive to
the rendering of pages (for example, ignoring all text in the same color
as the background) and by becoming more collaborative. Google, the
reigning king of search engines, provides a good illustration of this
idea: a page’s ranking is determined primarily by the links to it from
the rest of the Web. We're beginning to see parallel ideas in the
message-filtering space. With the Razor collaborative spam-detection
tool (http://razor.sourceforge.net/), users submit messages they deem

How to Reach IC

Articles

We welcome submissions about Internet application technologies. For detailed
instructions and information on peer review, /EEE Internet Computing's author
guidelines are available online at computer.org/internet/author.htm.

Letters to the Editor
Please send letters, including reference to articles in question, via email to
internet@computer.org.

Reuse Permission

For permission to reprint an article published in /C, contact William J. Hagen, IEEE
Copyrights and Trademarks Manager, IEEE Service Center, 445 Hoes Lane, Piscataway,
NJ 08855-1331; w.hagen@ieee.org. Complete information is available at
computer.org/permission.htm. To purchase reprints, see www.computer.org/
author/reprint.ntm.

IEEE INTERNET COMPUTING

IEEE INTERNET COMPUTING
IEEE Computer Society Publications Office

10662 Los Vaqueros Circle
Los Alamitos, CA 90720

EDITOR IN CHIEF
Robert E. Filman e filman@computer.org
ASSOCIATE EDITOR IN CHIEF

Li Gong @ li.gong@sun.com

EDITORIAL BOARD
Jean Bacon e jean.bacon@cl.cam.ac.uk
Miroslav Benda ® miro@amazon.com
Elisa Bertino ® bertino@dsi.unimi.it
Scott Bradner ® sob@harvard.edu
Siobhan Clarke e siobhan.clarke@cs.ted.ie
Fred Douglis ® f.douglis@computer.org
Stuart I. Feldman e sif@us.ibm.com
lan Foster ® foster@cs.uchicago.edu
Michael N. Huhns ® huhns@sc.edu
Leonard Kleinrock ® Ik@cs.ucla.edu

G.S. Kuo ® gskuo@ieee.nccu.edu.tw
(IEEE Communications Society Liaison)

Doug Lea ® dl@altair.cs.oswego.edu
Frank Maurer ® maurer@cpsc.ucalgary.ca
Daniel A. Menascé ® menasce@cs.gmu.edu
Chris Metz ® chmetz@cisco.com
John Mylopoulos ® jm@cs.toronto.edu
Peter Norvig ® peter@norvig.com

Charles J. Petrie ® petrie@nrc.stanford.edu
(EIC emeritus)

Krithi Ramamritham e krithi@cse.iitb.ac.in
Ravi Sandhu ® sandhu@gmu.edu
Munindar P. Singh e singh@ncsu.edu
(EIC emeritus)

STAFF

Lead Editor: Steve Woods
swoods@computer.org

Group Managing Editor: Gene Smarte

Staff Editors: Scott L. Andresen,
Kathy Clark-Fisher, and Jenny Ferrero

Production Assistant: Monette Velasco

Magazine Assistant: Hazel Kosky
internet@computer.org

Graphic Artists: Larry Bauer, Alex Torres

Contributing Editors: David Clark,
Greg Goth, Keri Schreiner, Joan Taylor

Publisher: Angela Burgess

Membership/Circulation Marketing Manager:
Georgann Carter

Business Development Manager: Sandy Brown
Advertising Supervisor: Marian Anderson

CS Magazine Operations Committee

Jean Bacon (chair), Thomas J. Bergin, Pradip Bose,
Doris L. Carver, George Cybenko, John C. Dill,

Frank E. Ferrante, Robert E. Filman, Forouzan Golshani,

Rajesh Gupta, Warren Harrison, Mahadev
Satyanarayanan, Nigel Shadbolt, Francis Sullivan

CS Publications Board

Rangachar Kasturi (chair), Jean Bacon,
Laxmi Bhuyan, Mark Christensen,
Thomas Keefe, Deepandra Moitra,
Steven L. Tanimoto, Anand Tripathi

INTERNATIONAL



Networked

to be spam, and the tool computes “sig- New Editorial Board Members

natures” (numeric metrics of similarity)

for the known spam. These can be com- It’s no secret that IEEE Internet Computing’s success is due in large part to the hard work
pared to incoming messages. Some of of our volunteers. The magazine is particularly grateful to those who serve on the edi-
the Razor metrics deliberately evolve torial board, which sets the theme calendars, selects topic areas for coverage, and over-
over time, which will provoke Batesian sees the peer-review process. On behalf of the staff and existing volunteers, we are pleased
mimicry by spammers. to welcome IC’s newest board members.

Another way to filter spam is to
demand that mailers confirm their
mailings. The simplest approach is to
have the mail program reply to suspi-
cious messages with a request for con-
firmation. Junk mailers without a valid
return address, or otherwise incapable
of responding to a flood of confirma-
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tion messages, will find their missives 4 Cleveland, Ohio. He was editor in chief of IEEE Communications
trashed. Of course, spammers will Magazine from 2001 to 2002. He is currently writing a book, entitled GMPLS in Future
evolve and set up automatic programs Mobile Broadband IP Networks, which will be published by Wiley & Sons. Kuo is IC’s liaison
to respond to such simple requests. to the IEEE Communications Society. Contact him at gskuo@ieee.nccu.edu.tw.

One of the more intriguing antispam

evolutions is represented by Henry
Baird’s Completely Automatic Public
Turing test to tell Computers and
Humans Apart (Captcha), which uses
images of distorted text that are human
readable, but computationally infeasi-
ble for robotic deciphering (www.parc.
com/solutions/captcha/default.html).
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uge of Captchas.

Conclusion

Well, at least email works for now. If
you'd like to get in touch with me
about something other than helping
me finish college, bet in a virtual casi-
no, or any of those messages asking
who knows what because they're in
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