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From the Editor in Chief...

Veni, Vidi, Suffragi

| came, | saw, | voted.

Robert E. Filman ¢ Research Institute for Advanced Computer Science/NASA Ames ° filman@computer.org

“As long as I count the votes, what are you going to
do about it?”
-William Marcy “Boss” Tweed

October 2003, when it’s still unclear whether

the citizens of this state will choose to have
the American governor with the best pectoral mus-
cles, despite his seeming to have the same trouble
with the multiple meanings of “respect for women”
that Bill Clinton had with “sex.” If they do, well,
at least our governor will be able to beat up any-
one who has been your governor, unless you're
from Minnesota.

Elections are curious, both in a scientific and
political science way. Scientists, when performing
an experiment that takes five million Boolean data
points and finds them equally divided to one part
in 10,000, declare the result to be below experi-
mental error, yielding no meaningful result. Sci-
entists know that really small differences don’t
mean anything, unless you're counting a sample
size that gives a result like 5 to 4.

Socially (and fortunately limited by the Bill of
Rights), we in the US believe in the tyranny of
the majority — that, though might doesn’t make
right, 50.001 percent of the electorate does. This
is in the face of a system with a large experi-
mental error — one that lost four to six million
votes from the 2000 Presidential election, an
election in which the difference in popular vote
between the top-finishing candidates was only
half a million votes.

SoWhere s

the Engineering in All This?

American elections have been, and continue to be,
increasingly automated. In the 19th century, they
were cast by paper ballot. Since then, we've seen
mechanical voting machines, punch-card ballots

I write this in Menlo Park, California, on 5
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(genesis of the famous “hanging chad”), optical
mark readers, and most recently, “electronic vot-
ing.” This consists of giving the voter some form of
touch screen and a computer to drive the interface,
record the selections, and transmit the results.

Our European readers, who still cast paper bal-
lots, might wonder if this is evidence of an
unhealthy American fascination with things artifi-
cial. In practice, it’s a reflection of the American
political system’s complexity. [ have a friend who
tells me that when he lived in England, he voted
only for his Member of Parliament and city coun-
cilor. I, on the other hand, vote for (and this is just
off the top of my head): presidential electors,
national senators, national representatives, state
governor, state senators, state assemblypersons, var-
ious state executives like the attorney general and
insurance commissioner, county boards of supervi-
sors, various county officials like the assessor and
coroner, the city council (which elects its own
mayor), various judges at the state and county lev-
els, boards of education at the elementary, high
school, community college, and county levels, and
commissioners for districts such as fire, sewer, water,
open space, and the county harbor. That’s not to
mention citizen votes on initiative laws (at the state,
county, and city levels), bond issues, tax increases,
constitutional amendments, and the occasional
recall. And while these offices rarely attract the 135
candidates seeking to replace Gray Davis, it’s still
enough to make anyone responsible for counting
the votes (in my case, the San Mateo county clerk
recorder — itself, an elected position) yearn for as
much automation as possible.

So the design of vote-counting systems is an
engineering process. The casual engineer might
think it easy — after all, it’s just counting, not
rocket science. You almost never have to decide if
a vote is in Imperial or metric units, solve partial
differential equations, or look for critical time
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interactions between candidate selections.

However, the problem is harder than that in practice (though still
not as hard as rocket science). There are several desirable features of
a voting system. It should be open — that is, the process should be
inspectable and understandable by human observers. Part of open-
ness is the ability to audit, which implies having redundant ways of
checking the results. We want secure systems, ones in which it is dif-
ficult to tamper with the process and result. Tampering includes
administrators using privileges to change vote tallies, programmers
obscuring incorrect behavior in tangled code, and voters employing
manipulated credentials to vote repeatedly. We also want anonymi-
ty: it should not be possible to tell how any individual voted. This
serves not only to prevent coercion, but also to deter against brib-
ing voters.

It worries many people that the current generation of electronic
voting devices don’t meet these criteria. Most of the new generation
of these machines are closed systems, built by private manufactur-
ers that regard their internal workings as trade secrets. The outputs
of these systems is vote counts; nothing else tracks the actual votes.
Unfortunately, the court system has backed up the trade-secrets
claims and allowed such systems. An attempt to consecrate the cur-
rent poor practices as an IEEE standard has recently been beaten
back (www.eff.org/Activism/E-voting/IEEE/), but we can expect to
see continuing efforts by voting-machine manufacturers to avoid
public scrutiny.

Kohno, Stubblefield, Rubin, and Wallach performed an analysis
of one such system, using what seemed to be the leaked source code
for a version of Diebold’s commercial product.! They found an inse-
cure system, easy to cheat by administrators, system developers,
and voters, built around a complex environment (Windows CE) and
displaying no understanding of cryptography or physical or net-
work threats. To add insult to injury, the authors also criticized the
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quality of the system’s software engi-
neering.

DoingAnything

ToWin ( Exc?f

Getting the MostVotes)
While it’s possible to steal an election
by physically stuffing ballot boxes,
it’s far more efficient to do so by
making minor centralized software
changes. Could an unscrupulous elec-
tion official or machine manufacturer
produce a manipulated result? Sever-
al writers have noted that Chuck
Hagel was elected Senator from
Nebraska in 1996 — pulling off sur-
prise upsets in both the primary and
the election — only a few months
after he resigned from the presidency
of the company that manufactured
the machines that recorded most of
the votes.? Senator Hagel initially hid
his connection to that company.

What is the right way to make an
electronic voting system? After the
Florida debacle, Caltech and MIT
formed a project to look at the prob-
lem. Their most important conclusions
were the need to have a physically
readable and auditable record of the
vote, countable independently of the
machine that presents the choices and
records the votes. (Further details are
available in their report.?) This echoes
(though suggests further automation
of) Rebecca Mercuri’s 2000 University
of Pennsylvania dissertation, in which
she argued for a voter-checkable paper
record of the vote that could be pre-
served for audit.*

If you’d like to be more involved
with election engineering, consider the
Electronic Freedom Foundation site
above or working on project 1583 of
the IEEE Standards Coordinating Com-
mittee SCC 38 (although the manufac-

turers might persist in trying to keep the
committee limited). You could also visit
www.verifiedvoting.org — the home of
an organization founded by David Dill
(of the Stanford Computer Science
Department) to press for political
requirements for auditable and secure
technologies.

Hasta la vista. I¢
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