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D isruptive technologies change how people
live — how they work, what they consume,
what they earn, what they do with their time.

Your feeling about such technologies varies, of
course, depending on whether it’s your ox that is
being disrupted.

The Internet was the disruptive technology of
the nineties. Travel agents, customer-support per-
sonnel, booksellers, newspaper publishers, and
countless others found the Internet making their
old ways of doing business obsolete. The coming
disruptive technology will be an epidemic of net-
works of sensors (and actuators). Devices that mea-
sure the environment, process their measurements,
communicate the results, and sometimes invoke
actions will be pervasive. Sensor nets will ration
water, nutrients, and pesticides in agriculture;
monitor and control manufacturing processes;
detect and guide fire and disaster fighting; moni-
tor structural and earthquake damage; guide autos
to less-traveled roads; measure and predict the
weather on Earth and other planets; route com-
munications traffic; check and replenish invento-
ry; monitor and optimize habitat environments;
track animals; and, most invasively, monitor peo-
ple’s health and movements. Networks of sensors
will rush an ambulance to a heart-attack victim,
identify who planted the bomb in the baby car-
riage, and warn a rental-car company of a traffic
scofflaw. Like public health, telecommunications,
and the automobile before them, sensor nets will
be a vehicle of social transformation.

Sensor Nets for Dummies
Of course, we are technologists, and like Tom
Lehrer’s Werner von Braun, where the missiles
come down is someone else’s department. What
technologies will make developing a sensor net as
easy as, for example, building an Internet applica-
tion? What must we do to make installing a net-
work of sensors as simple as creating a wireless
home network?

Back in the computer dark ages, there were a
large variety of networking technologies, each
with its own set of operations and protocols. We
still have several networking technologies, but
the actual implementation of the network no
longer matters to most application builders.
Everyone programs to a common set of Internet
protocols and, more importantly, to higher-level
protocols such as HTTP, Corba, and Web services.
Thus, the software task of creating pervasive sen-
sor nets divides between developing the underly-
ing networking apparatus and creating the high-
level view of the system presented to the
application programmer.

Transformative sensor nets need a variety of
network mechanisms. Most prominent among
them are ways of self-organizing into communi-
cation structures; manageability protocols to let
network owners ensure that the sensor net is well-
behaved; common techniques for accounting,
security, and privacy (a grievous omission from the
current set of Internet protocols); and technology
to give the networks the ability to self-repair. 

The sensor equivalent to the Dynamic Host
Control Protocol (“I’m here, connect me in”) is a
critical research topic. This is particularly the case
for untethered sensing devices, dispersed and like-
ly running on battery or intermittent solar power,
where “each bit communicated is one bit closer to
death.” Some applications will require sensors to
coordinate (for example, tracking); most applica-
tions will want the sensor net to cope locally with
intermittent and indefinite faults and failures. The
simple failure of a few sensors can’t be allowed to
lead to the death of the community.

Programming
Models and Requirements
A critical element of making a technology perva-
sive is a common, high-level programming model
— how the sensor net appears to a programmer.
The choice of a programming model also pre-
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scribes details of the pragmatic effects
of actions. For example, a model might
provide particular quality of service
(QoS) guarantees to applications. Too
weak a QoS promise puts too great a
burden on applications that need that
quality; too strong a promise compli-
cates the implementation and extracts
a cost throughout the system. This is
comparable to the difficulties of run-
ning streaming video over the Internet:
because TCP/IP makes no promises
about QoS, streaming applications
have to work hard and pray to get
viewable results. However, orienting
the entire Internet protocol toward
streaming would reduce its overall
capacity and performance.

Similarly, because sensor networks
will sometimes be deployed within
demanding physical constraints, the
programming environment might not
be able to (or want to) completely
shield the application programmer
from issues of actual deployment,
topology, power consumption, limited
storage, intermittent and noisy com-

munications, and failure. On small
untethered devices, memory could be
more expensive than computation, and
communication vastly more expensive
than memory. Just as with QoS, appli-
cation-programming models need to
find the right balance between abstrac-
tion and transparency.

Communication
Abstractions
Internet protocols are dominated by
addressable, synchronous, call–response
mechanisms. An Internet request is
addressed to a particular name, makes
that request with parameters, and syn-
chronously waits for and gets a
response. One software architecture for
sensor nets mimics the traditional Inter-
net: sensors are addressable devices that
respond to specific messages. Variants
on this idea include treating distribu-
tion in terms of remote procedure calls,
remote object-method invocation, or
distributed shared memory. While this
might prove adequate for some appli-
cations, such an architecture is limited.

The World-Wide Web works because
there is substantial human interaction
in accessing pages, including the
human ability to sort through the out-
put of natural-language-based search
engines. Service discovery by automat-
ed systems on the Internet remains a
very open issue, and a limitation on the
use of Web services in situations in
which the connection is not configured
ahead of time. 

Other programming models are
more intriguing. Sensor networks gen-
erate many “sensor readings” or
events. In practice, dealing with such
a multitude of events requires filtering,
combining, and abstracting (perhaps
recursively) up a hierarchy of event
abstractions. One approach is to treat
a sensor net as a database, accessing it
with SQL-like queries and assertions.
The equivalent of the distributed query
optimization system becomes respon-
sible for translating the high-level
query into collections of individual
sensor readings. To the programmer,
the result looks like a database query

IEEE INTERNET COMPUTING www.computer.org/internet/ MAY • JUNE 2004 5

Days of Miracle and Wonder

IEEE INTERNET COMPUTING
IEEE Computer Society Publications Office
10662 Los Vaqueros Circle
Los Alamitos, CA 90720

EDITOR IN CHIEF
Robert E. Filman • filman@computer.org
ASSOCIATE EDITOR IN CHIEF
Li Gong • li.gong@sun.com

EDITORIAL BOARD
Jean Bacon • jean.bacon@cl.cam.ac.uk
Miroslav Benda • miro@amazon.com
Elisa Bertino • bertino@dsi.unimi.it
Scott Bradner • sob@harvard.edu
Siobhán Clarke • siobhan.clarke@cs.tcd.ie
Fred Douglis • f.douglis@computer.org
Stuart I. Feldman • sif@us.ibm.com
Ian Foster • foster@cs.uchicago.edu
Monika Henzinger • monika@google.com
Michael N. Huhns • huhns@sc.edu
Leonard Kleinrock • lk@cs.ucla.edu
Doug Lea • dl@altair.cs.oswego.edu
Frank Maurer • maurer@cpsc.ucalgary.ca
Daniel A. Menascé • menasce@cs.gmu.edu
Chris Metz • chmetz@cisco.com

Charles J. Petrie • petrie@nrc.stanford.edu
(EIC emeritus)

Krithi Ramamritham • krithi@cse.iitb.ac.in
Munindar P. Singh • singh@ncsu.edu
(EIC emeritus)

Craig Thompson • cwt@uark.edu
Steve Vinoski • vinoski@ieee.org
Dan S. Wallach • dwallach@cs.rice.edu
Jim Whitehead • ejw@soe.uscs.edu

IEEE Communications Society Liaison
G.S. Kuo • gskuo@ieee.nccu.edu.tw

STAFF
Lead Editor: Steve Woods
swoods@computer.org
Group Managing Editor: Gene Smarte
Staff Editors: Scott L. Andresen, 
Kathy Clark-Fisher, and Jenny Ferrero
Production Editor: Monette Velasco
Magazine Assistant: Hazel Kosky
internet@computer.org
Graphic Artist: Alex Torres
Contributing Editors: David Clark,
Greg Goth, Keri Schreiner, Joan Taylor
Publisher: Angela Burgess
Assistant Publisher: Dick Price

Membership/Circulation Marketing
Manager: Georgann Carter
Business Development Manager: 
Sandy Brown
Advertising Supervisor: Marian Anderson

CS Magazine Operations Committee
Bill Schilit (chair), Jean Bacon, Pradip Bose,
Doris L. Carver,  George Cybenko, John C.
Dill, Frank E. Ferrante, Robert E. Filman,
Forouzan Golshani, David Alan Grier,
Rajesh Gupta, Warren Harrison, 
Mahadev Satyanarayanan, 
Nigel Shadbolt, Francis Sullivan

CS Publications Board
Michael R. Williams (chair), Michael Blaha,
Mark Christensen, Sorel Reisman, 
Jon Rokne, Bill Schilit, Linda Shafer, 
Steven L. Tanimoto, Anand Tripathi



set. The Tiny Aggregation service
(TAG)1 and Cougar2 are examples of
this approach.

As you might guess from my last
column, my current interest centers on
treating sensor management with pub-
lish-and-subscribe architectures. In
such an approach, applications inter-
ested in sensor results describe to an
event channel the kinds of events they
care about (subscriptions). Sensors
publish events to the channel, which
arranges to route interesting events to
relevant subscribers. Examples of
event-based sensor control systems
include DSWare,3 Directed Diffusion,4

and nesC.5

Another approach is to bring the
code to the sensor, as with the mobile
agents seen in SensorWare6 and Maté.7

This implies having some communica-
ble “scripting language” to describe
what is to be done at the sensor. There
can be considerable economy in bring-
ing the processing to the data, rather
than sending the data to the process-
ing — particularly when computation
is cheap, communication expensive,
and the desired answer is a digest of a
lot of local information.

Research Directions
Remote procedure calls, database
queries, events, and agents are foun-
dation architectures for sensor nets.
On such foundations, real architecture
designers need to provide linguistic
and semantic mechanisms for various
problems that conventional languages
usually ignore. These include the abil-
ity to integrate operating context into
the net’s behavior, more robust mech-
anisms for failure recovery, primitives
for controlling device management,
access to the underlying cost of oper-
ations (in power, for example), syn-
chronization, and mechanisms for
self-organization.

Sensor architectures will need to
deal as much with what happens as
with what doesn’t happen. The RFId’
can on the shelf repeatedly broadcasts,
“I’m here.” The noteworthy occasion is
when it stops. In more complicated
sensing applications, an element’s
track through the sensor net might be
what is interesting, rather than the
particular tracking events. Stale data —
where the element was ten minutes
ago — might well be useless. High-
level models will need to develop

mechanisms for expressing and realiz-
ing such concepts.

Sensor networks are a prime area
for experimentation and research.
Shoot it up and we’ll see where it
comes down.
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